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Abstract

Self-supervised speech model is a rapid progressing research
topic, and many pre-trained models have been released and
used in various down stream tasks. For speech anti-spoofing,
most countermeasures (CMs) use signal processing algorithms
to extract acoustic features for classification. In this study,
we use pre-trained self-supervised speech models as the front
end of spoofing CMs. We investigated different back end
architectures to be combined with the self-supervised front
end, the effectiveness of fine-tuning the front end, and the
performance of using different pre-trained self-supervised
models. Our findings showed that, when a good pre-trained
front end was fine-tuned with either a shallow or a deep neural
network-based back end on the ASVspoof 2019 logical access
(LA) training set, the resulting CM not only achieved a low
EER score on the 2019 LA test set but also significantly
outperformed the baseline on the ASVspoof 2015, 2021 LA,
and 2021 deepfake test sets. A sub-band analysis further
demonstrated that the CM mainly used the information in
a specific frequency band to discriminate the bona fide and
spoofed trials across the test sets.

1. Introduction

Advanced voice conversion and text-to-speech technologies
can be misused to attack automatic speaker verification (ASV)
systems [1] or fool humans. Protecting ASV systems and
human users from the threat of spoofed speech calls for reliable
automatic spoofing countermeasures (CMs).

Most spoofing CMs consist of a front end and a back end.
The front end extracts N frames of acoustic features ai.n
from an input speech trial 1.7 of length 7', and the back end
converts a1.n into a score s € R that indicates how likely
the input trial is spoofed or bona fide (i.e., real human speech).
Most conventional front ends rely on digital signal processing
(DSP) algorithms to extract spectra, phase, or other acoustic
features [2]. The most widely used acoustic features include
linear frequency cepstral coefficients (LFCC) [3] and Constant-
Q cepstrum coefficients (CQCC) [4].

While the hard-wired DSP front end performed well on
many benchmark databases [4, 5], the research community
has proposed many methods to make the front end trainable.
The motivation is to encourage the front end to extract more
discriminative acoustic features for the anti-spoofing task. One
thread of work tries to integrate the DSP with deep neural
networks (DNNs) by, for example, replacing the linear scale
filter bank with a hidden layer from a pre-trained DNN [6]. A
similar method uses a DNN to predict the center frequency of
each filter in the filter bank [7]. Another example is the trainable
windowed-sinc filter proposed in SincNet [8], which has been
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used in one CM [9]. These DNN-based front ends are trained in
a supervised manner using an anti-spoofing database.

When using either a DSP or DNN-based front end, a
CM well trained on a closed-set benchmark database can
significantly degrade when faced unknown spoofing attacks
or bona fide trials from mismatched domains [10, 11, 12].
Designing a DSP-based CM front end robust to mismatched
domains is an ongoing topic [13]. On the other hand, training a
robust supervised DNN front end requires a sufficient amount
of bona fide and spoofed speech data. However, generating
spoofed trials is laborious and technically demanding.

These difficulties motivate us to use a self-supervised
speech model as the CM front end. The idea is to use a DNN
to extract the acoustic features ai.n, but the DNN is trained
in a self-supervised manner. Such a DNN requires no spoofed
trials and can be trained on any speech database. With a great
variety of training data, the self-supervised model may extract
acoustic features robust to the unknown domains for the CM
task. Although training a good self-supervised speech model
is costly, many pre-trained self-supervised models are available
and can be used off the shelf.

This study investigates the effectiveness of using the pre-
trained self-supervised model as the CM front end. Specifically,

1. What kind of back end architecture is suitable for a self-
supervised front end?

2. Should the pre-trained self-supervised front end be fine-
tuned for the anti-spoofing task?

3. Among the many publicly available pre-trained self-
supervised models, which one is best for anti-spoofing?

Our experiments were conducted using the ASVspoof 2019
logical access (LA) training set [14] and multiple test sets from
the ASVspoof 2015, 2019, and 2021 challenges [12, 15]. The
results suggest that the back end needs to be deep when the
pre-trained front end is not fine-tuned for the anti-spoofing
task. However, if the front end can be fine-tuned with the rest
of the CM, a simple back end with just an average temporal
pooling and linear layer is sufficient. The resulting CM not only
performed equally as well as a strong baseline CM on the LA
2019 test set but also significantly reduced the equal error rate
(EER) on all the other test sets. As for the last question, a model
pre-trained on diverse speech corpora is recommended. These
experiments and findings hence differentiate this study from
other works that used only one self-supervised model on one
test set [16, 17]. Furthermore, a sub-band analysis on the CMs
was conducted, and the results showed interesting differences
between the CMs using a self-supervised front end and the
baseline using LFCC. Code will be released upon publication'.

In the rest of this paper, Section 2 briefly describes the self-
supervised models used in this study. Section 3 and 4 details
the experiments and sub-band analysis, respectively. Section 5
draws a conclusion.

Uhttps://github.com/nii-yamagishilab/project-NN-Pytorch-scripts
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Figure 1: Baseline and CMs using a self-supervised front end.
GAP and FC denote global average pooling and fully connected
layers, respectively. LLGF, LGF, and GF denote the three back
end types.

2. Methods

2.1. Self-supervised speech models

Among many self-supervised speech models currently in use,
this study focuses on Wav2vec 2.0 [18] and HuBERT [19].
Wav2vec 2.0 consists of a convolution neural network (CNN)
and a Transformer [20]. The former extracts a sequence of
feature vectors zi.x from the input waveform .7, and the
latter transforms zi.n into the output aq.n that captures the
information from the entire sequence [18]. Note that the ratio
between the NV and 7' is decided by the CNN stride and is equal
to N/T = 1/320 in a default setting. During training, the
model quantizes the latent z1. v into qi1:~, masks part of z1.n,
and computes a new sequence ¢y from the Transformer given
the partially masked zi.n. The loss measures how well the
model identifies each ¢,, among multiple distractors given c,,.
HuBERT is similar to Wav2vec 2.0 but uses a different training
criterion and procedure.

2.2. CM with a self-supervised front end

By feeding the output a1.x from the self-supervised model to
the back end, the CM can obtain a score s € R for the input
waveform. However, to find the best configuration for such a
CM, we need to consider the following factors.

2.2.1. Back end architecture

Some studies have suggested that a shallow network is sufficient
as the back end for down stream tasks [18, 21], but such a claim
has to be verified empirically for the anti-spoofing task. We
compared three types of back ends, as shown on the right side
of Figure 1. The first one is taken from a standard baseline CM
[22, 12]: a light convolution neural network (LCNN) followed
by two bi-directional recurrent layers using long short-term
memory (LSTM) units, a global average pooling layer, and a
fully connected (FC) output layer. It is referred to as LLGF.
Note that this back end has achieved good performance on
the ASVspoof 2019 LA database [22]. As for the other two
types, LGF removes the LCNN part, and GF further removes
the LSTM layers.

Table 1: Overview of self-supervised models used in this study.

D Model type Data for pre-training #.para Out dim.
W2V-XLSR  Wav2vec (xlsr) LibriSpeech 317m 1024
[24], CommonVoice [25],
BABEL [26]
W2V-Large2 Wav2vec (w2v_large) CommonVoice, 317m 1024
Switchboard [27], Libri-
Light [28], Fisher [29]
W2V-Largel Wav2vec (w2v_vox_new) Libri-Light 317 m 1024
W2V-Small Wav2vec (w2v_small)  Librispeech 95 m 768
HuBERT-XL HuBERT (extra_large)  Libri-Light 964 m 1280

An FC layer is inserted between the back end and the self-
supervised front end. This layer reduces the dimensions of the
self-supervised model’s output and is jointly trained with the
back end. The output size of this layer was set to 128.

2.2.2. Fine-tune or freeze pre-trained self-supervised front end

In some applications, a pre-trained self-supervised model can
be used without fine-tuning [21]. However, some studies have
found fine-tuning beneficial [18]. We test both strategies in this
study. For the fine-tuning case, we simply initialize the self-
supervised front end using a pre-trained model and further train
the front end with the rest of the CM on the CM training set.
The training recipe is detailed in the next section.

2.2.3. Different pre-trained self-supervised front ends

Finally, there are many pre-trained self-supervised models
released online. Some have been (pre-)trained using speech data
from various corpora, while others use only a relatively limited
amount of data. We compare a few pre-trained models released
by the Fairseq project [23]* for the CM. Their details are listed
in Table 1. Note again that, although the original outputs of
the self-supervised models have about 1k dimensions, they are
compressed by the FC layer into 128 dimensions.

3. Experiment
3.1. Databases and protocols

The training set of the ASVspoof 2019 LA database [14] was
to train the CMs, and the development set was used for early
stopping. Each CM was then evaluated on multiple test sets,
including the test sets from ASVspoof 2019 LA, 2015 [15],
2021 LA, and 2021 deepfake (DF) scenarios [12]. Using the
LA 2019 test set measures the CM’s performance in a benign
condition, while the 2021 LA and DF test sets simulate more
adverse scenarios where most of the spoofed and bona fide trials
were compressed using codecs [12]. The DF evaluation track is
more challenging because many trials are from a mismatched
domain or produced by more diverse spoofing attackers.

Evaluation on the 2021 LA and DF test sets measures the
CM'’s generalizability to unseen attacks and unknown domains.
The ASVspoof challenge 2015 test set is theoretically easy if
a CM is trained on the advanced LA 2019 train set, but an
empirical study suggests not so [11]. Therefore, this test set
is also used in this study.

3.2. Model configurations and training recipes

We followed our previous study to configure the CMs [22]. The
baseline used LFCC extracted with a frame length of 20 ms, a
frame shift of 10 ms, and a 512-point FFT. The LFCC vector per

Zhttps://github.com/pytorch/fairseq/blob/main/examples/wav2vec,
https://github.com/pytorch/fairseq/tree/main/examples/HuBERT
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Table 2: EERs (%) on different test sets. All the models were trained using the ASVspoof 2019 LA training set. A darker cell color
indicates a higher EER value. Different back end types are illustrated in Figure 1. For visualization, the results of the three training-
evaluation rounds are sorted in accordance with EER on the LA 2019 test set from low (I) to high (IIT). Results of the model using

W2V-XLSR and LLGF are copied to the 2nd sub-table.

Front end | LFCC | W2V-XLSR, fixed | W2V-XLSR, fine-tuned |
Back end \ LLGF \ LLGF \ LGF \ GF \ LLGF \ LGF \ GF |
| 1 noIm | I nom | o1 nom |1 o om | o1 n m | 1 m m| 1 I
2019 LA 298  3.03 3.33 1.47 3.45 3.77 6.01 632 695 | 1596 16.72 1698 | 2.31 2.80  3.08 128 128 1.50| 196 225 227
2015 LA 2942 2798 3121| 397 678 818 10.04 1095 9.51 | 1690 1755 17.89| 025 041 024 | 024 0.19 031| 021 0.17 0.17
2021 LA prog. | 1582 1581 24.40| 9.85 1729 20.17 16.76 13.77 15.63 | 20.06 20.88 21.25| 7.58 638 6.56 | 10.63 9.19 627 | 7.65 7.16 7.82
2021 LA eval. | 2093 2038 27.06| 10.97 1891 20.71 2023 16.02 16.52| 20.30 21.16 21.48| 7.62 726 7.18 9.66 811 653| 799 742 17.61
2021 DF prog. | 28.38 23.60 31.12| 2.67 5.09 7.02 692 791 839 | 1930 2026 20.63 | 440 433 4.14 338 3775 355| 397 423 494
2021 DFeval. | 2437 23.05 2722| 7.14 994 1135 1326 1323 12.00| 1888 1948 19.81| 544 6.68 6.18 | 475 523 498| 504 6.10 588
({} results are copied)
Front end ‘ HuBERT-XL, fixed ‘ W2V-XLSR, fixed ‘ W2V-Large?2, fixed ‘ W2V-Largel, fixed ‘ W2V-Small, fixed ‘
Back end | LLGF |
| 1 noIm | I nom |1 nom |1 nmom |1 n oI |
2019 LA 355 404 593 | 147 345 377 086 099 2.08 | 447 567 636 | 2.61 348 4.01
2015LA 327 325 3.69 397 6.78 8.18 1.39 1.39 1.99 | 19.66 2233 23.65| 1040 7.58 9.28
2021 LA prog. | 7.63 6.61 9.55 9.85 1729 20.17 11.40 1050 1092 | 1825 21.00 2232 | 20.28 1891 18.57
2021 LAeval. | 955 7.03 10.54| 10.97 1891 20.71 13.19 12.57 12.94| 1386 1677 19.38| 16.11 1479 15.56
2021 DF prog. | 4.16 432 511 | 267 509 7.02 186 212 336 | 822 1032 1292| 534 780 7.87
2021 DFeval. | 13.07 1287 1239 | 7.14 994 1135 744 777 926 | 19.26 18.68 20.75| 17.74 17.00 18.97

frame had 60 dimensions, including static, delta, and delta-delta
components. The back end of the baseline is plotted in Figure 1.
The training recipe was borrowed from our previous study: the
Adam optimizer with 81 = 0.9, 82 = 0.999,¢ = 1075 [30], a
mini-batch size of 64, and a learning rate initialized to 3 x 10™4
and halved every ten epochs.

For other CMs, the front end was initialized using one of the
pre-trained models in Table 1. The back end was either LLGF,
LGF, or GF* When the fine-tuning strategy was used, the front
end was updated jointly with the rest of the CM on the 2019 LA
training set. The mini-batch size was set to 8, and the learning
rate was reduced” to 1 x 10~%. Masking was not applied on the
hidden feature 2z1.n inside the Wav2vec 2.0 during fine-tuning.
If the front end was not fine-tuned, the CM was trained in the
same manner as the baseline.

Because of the increased GPU memory consumption when
fine-tuning a self-supervised model, the input trials were sliced
into segments with a maximum duration of 4 s during model
training. Furthermore, the same strategy was applied to all
the experimental CMs for fair comparison®. During inference,
however, the input trial was processed as a whole. Voice activity
detection and feature normalization were not applied.

We trained each CM for three rounds, where each round
used a different random seed to initialize the network weights
(except for the pre-trained super-supervised front end). The
weight initialization strategy was the default one in the Pytorch
toolkit [31]. We evaluated the three trained ‘versions’ separately
on the test sets.

3.3. Results and discussion

The investigated CMs and their EERs® on the test sets are listed
in Table 2. Due to the limited computing resources, we did

3The input to the back end is from the FC layer that has 128 output
dimensions. Accordingly, the number of parameters in LLGF, LGF, and
GF is 940 k, 198 k, and 258, respectively.

4Using the same learning rate as the baseline caused overfitting

5 Accordingly, the baseline was re-trained, and the results are slightly
different from those in our previous study [22]. The baseline is also
different from the ASVspoof 2021 baseline B3 because the latter only
extracted LFCC from 0-4kHz frequency band.

%Labels and codes to compute the EER are available in
https://github.com/asvspoof-challenge/2021.

not exhaust all combinations of the self-supervised models and
back ends. We conducted statistical analyses on the intra- and
inter-model differences [22], and the results are plotted in the
Appendix’. To keep this paper concise, other results such as
min-tDCF values are also moved to the Appendix.

3.3.1. Comparing CMs using a self-supervised front end

Which back end is more suitable for the CM with a self-
supervised model? By comparing the three CMs using
the fixed W2V-XLSR front end, we observe that the LLGF
obtained lower EERs than LGF, and LGF outperformed GF.
Furthermore, the statistical analysis indicates that their inter-
model differences are statistically significant in most cases.
Figure 2 plots the learning curves on the training and
development sets. By comparing the red, gray, and blue solid
curves, we observe that LLGE’s curve converged best. The
training losses when using LGF and GF' were much higher. The
higher EERs on the test sets and training losses suggest that
LGF and GF are not comparable to the deep LLGF when using
a fixed pre-trained front end.

However, when the front end was fine-tuned, the choice of
the back end is less essential. Even the simple GF achieved
similar results on the test sets. This is discussed in more details
in the next paragraph.

Should the self-supervised front end be fine-tuned? We
fine-tuned W2V—-XLSR with the rest of the CM on the 2019 LA
training set and obtained positive results on all test sets. No
matter which back end was used, the CM with the front end fine-
tuned performed similarly to or outperformed its counterpart
with a fixed front end. The learning curves plotted in Figure 2
also show that the CM converged more quickly than the case
of using a fixed front end. Furthermore, the choice of back end
has less impact on the CM performance. Statistical analysis
demonstrated that the differences between LLGF and GF are
not significant in most cases where the front end is fine-tuned.

The decomposed EERs listed in Table 3 show more notable
results®. Note that, in the 2019 LA test set, the spoofing attacks

7See https://arxiv.org/abs/2111.07725.

8Decomposed EERs for LA 2021 and DF test sets can be obtained
from https://competitions.codalab.org/competitions/35161 and DF:
https://competitions.codalab.org/competitions/35159, respectively.
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Table 3: Decomposed EERs (%) on the test sets. EERs from the three training-evaluation rounds are averaged for each model. Results

on 2021 LA and DF are decomposed over codecs.

CM config ASVspoof 2019 LA test set (2019 LA) ASVspoof 2021 LA test set (2021 LA)
Frontend ~ Backend Knownattack  Partially known attack Unknown attack LA-Cl LA-C2 LA-C3 LA-C4 LA-C5 LA-C6 LA-C7
Al6  A19 AO7 A08 A09 Al7 Al0 All AI2 Al3 Al4 AI5S Al
LFCC - LLGF 039 193 061 007 002[1449 137 017 150 121 023 050 252 280 1419 1580 5.65 14.10 13.65 [50:30
LILGF 154 347 169 212 098 093 867 264 210 064 1.53 294 148 294 12032426 3.69 1171 1940 555
Fixed LGF 358 1258 3.04 321 372 378 1113 1228 333 214 347 681 279 706 13.65 2590 7.46 1256 2934 9.8
W2V-XLSR GF | 14.03/39.74 8.89 13.34 836 1559 13.25 865 7.57 194 2297 3052 15.64 1898 2194 2272 19.05 20.85 24.17 17.39
Fine. DLGF 007 020 016 018 019 012 628 1286 017 004 049 158 026 316 455 993 384 438 850 607
wned LGF 0I1 017 012 014 007 005 358 306 012 002 018 097 023 214 441 978 329 405 621 508
GF 010 014 016 014 017 008 515 559 017 006 026 1.09 0.18 325 504 1079 416 477 881 545
HUBERT-XL 147 1066 1.68 3.6 063 113 9.0 2.87 059 009 237 2.09 822 468 535 654 456 540 7.33 468
Wav-Large2 oo oo 065 279 088 127 023 033 280 059 061 008 064 084 036 130 386 1261 201 403 1324 293
wW2v-Largel T C 429 865 5.8 410 255 7.54 889 378 290 265 487 576 6.65 597 862 (40560 735 815 1963 7.24
W2v-Small 252 521 353 152 059 542 577 130 116 092 180 272 2.63 405 664 2129 586 638 1289 4.4
CM config ASVspoof 2015 test set (2015 LA) ASVspoof 2021 DF test set (2021 DF)
Front end Backend SI S2 S3 S4 S5 S6 S7 S8 S9 SI0 DF-C1 DF-C2 DF-C3 DF-C4 DF-C5 DF-C6 DF-C7 DF-C8 DF-C9
LFCC - LLGF [4916814626] 10.87 9.17 |28.83 30.06 9.44 2832 10.58[38:84 18.94 [ 38.56 14638 20.35 1932 1846 1325 3161 17.15
LLGF 035 1555 7.71 7.23 3.3 448 376 247 190 565 898 1231 1072 9.04 895 742 638 1005 727
Fixed LGF 392 1510 13.65 1380 644 7.34 7.57 7.61 533 10.05 1220 17.30 14.89 13.00 1249 11.38 1003 1427 1172
W2V-XLSR GF 3.01 [34.03 17.00 16.99 15.05 22.60 22.66 6.33 12.74 10.63 1955 2043 19.33 20.53 1991 1888 1840 19.61 19.55
Fine. TLGF 004 093 010 010 006 0.10 0.14 014 006 023 617 881 648 646 621 500 502 654 501
wned LGE 001 089 006 004 005 007 009 003 003 0.8 515 549 558 506 500 428 432 471 428
GF 003 058 004 004 007 006 009 0.06 009 0.8 536 675 635 570 536 460 432 576 478
HUBERT-XL 004 1182 291 260 073 138 068 039 044 148 1536 1536 1557 1510 1534 1090 10.82 10.78 10.74
Wav-Large2 oo oo 019 567 052 050 037 058 056 045 026 110 767 944 819 812 779 690 561 737 699
W2v-Largel 4.11 [46561) 20.18 19.12 20.17 25.34 20.59 1595 16.82 22.82 17.84 2889 1862 19.14 1807 1808 1477 23.16 1852
W2v-Small 038 (2598 274 272 7.05 1030 1147 333 558 521 18.11 24.64 1950 1931 1887 1556 14.11 1778 1557
A16 and A19 can be considered as known attacks because they —— W2V-XLSR (fixed) + LLGF ==+ W2V-XLSR (fine-tuned) + LLGF
also produced spoofed trials for the training and development —— W2V-XLSR (fixed) + LGF === W2V-XLSR (fine-tuned) + LGF
sets, even though the speakers and utterances were disjoint. ;VZV‘l?(LSR (fixed) + GF === W2V-XLSR (fine-tuned) + GF
; . L ——— Baseline
Other spoofing attacks are either unknown or partially similar to 04
the attacks in the training set. Compared with the no-fine-tuning
strategy, fine-tuning the front end helped the CM improve the 0.3 4
. 123
EERs on known and partially known attacks. Furthermore, the 8
EERs on unknown attacks were also reduced, except for the 2021
case on All when using LLGF'. In general, fine-tuning the self- 5 o014
. . . = 0.
supervised front end is worthy of trial. \
Which pre-trained self-supervised model is preferred? 0.0
Since fine-tuning the self-supervised front end requires more T T T f T T T
trainine time ° fixed th trained front end for thi 0 20 40 60 80 0 20 40 60 80
raining time °, we fixed the pre-trained front end for this Epoch index Epoch index

experiment. When combined with the back end LLGF, our
results suggest that W2V-Large2 and W2V-XLSR are the
best two in this study. A common point on these two front
ends is that both were trained using speech data from diverse
corpora (see Table 1). The other three choices, in contrast, used
data from only one corpus. We hypothesize that a good self-
supervised front end should be trained with diverse speech data
so that it can derive general and discriminative features for the
anti-spoofing task across different test sets.

3.3.2. Comparison with the baseline

Compared with the baseline using an LFCC-based front end, the
LLGF-based CMs using fixed W2V-XLSR or W2V-Large2
obtained similar or even lower EERs on all test sets. The
CMs using the fine-tuned W2V-XLSR further reduced the
EERs. More interestingly, these four CMs showed different
performances from the baseline CM on individual spoofing
attacks. For example, as Table 3 shows, the four CMs can
detect the ‘most difficult attack’ A17 in the 2019 LA test set
with a decently low EER (< 1%). In contrast, A10 became the
challenging attack. Nevertheless, the four CMs performed well

9Fine-tuning HuBERT-XL requires prohibitively more GPU
memory and was not explored further.

Figure 2: Cross-entropy loss on training (left) and development
(right) sets. The best single round of each model is plotted.

on most attacks.

The results on the 2021 LA and DF test sets are more
notable. Similar to the findings in the ASVspoof 2021 challenge
[12], the baseline CM’s performance degraded on these test
sets because they contained trials processed by codec or from
a different domain. Using a pre-trained self-supervised front
end alleviated the issue. When the front end was not fine-tuned,
the combination of LLGF with W2V-XLSR or W2V-Large?2
reduced the EERs on both test sets. When the front end was
fine-tuned on the 2019 LA training set, the three CMs using
different back ends all obtained much lower EERs. Table 3
shows that the three CMs obtained stable results across different
codecs except for LA-C3 and LA-C6 in the 2021 LA set. Notice
how the baseline obtained a 50% EER on LA-C7 and DF-C3.
In contrast, the three CMs using a fine-tuned front end obtained
EERs of less than 7%.

On the ASVspoof 2015 test set, similar to the observations
in another study [11], the baseline CM trained on the 2019 LA
training set performed poorly on this ‘easy’ test set. By using
a fine-tuned front end, the CMs obtained EERSs of less than 1%
over all the attacks in the test set.
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On ASVspoof 2019 LA

On ASVspoof 2021 DF track

W2V-Large2 W2V-XLSR W2V-XLSR W2V-XLSR W2V-Large2 W2V-XLSR W2V-XLSR W2V-XLSR
LFCC Fixed Fixed Fine-tuned  Fine-tuned LFCC Fixed Fixed Fine-tuned  Fine-tuned
LLGF LLGF LLGF LLGF LLGF LLGF LLGF LLGF GF
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Figure 3: Score distributions and EERs (%) from band-stop probing test on subsets of ASVspoof 2019 LA and 2021 DF test sets. Score
distributions of bona fide and spoofed trials are in blue and red, respectively. EER is shown in top-left corner of each score distribution
sub-figure. Results in same row used same band-stop filtering configuration. Leftmost column plots spectrogram of example trial in

corresponding configuration.

4. Sub-band analysis

The results reported in our experiments motivated us to analyze
the behavior of the CMs when a self-supervised front end
is used. Recently, researchers have analyzed the features
extracted from Wav2vec 2.0 [32, 33]. They observed a
correlation between the Wav2vec 2.0 features and certain
acoustic (i.e., utterance-level zero crossing rate) or linguistic
(i.e., segmental-level phone identity) features. However, these
works assume different down-stream tasks from anti-spoofing,
and the outcomes do not address our question on anti-spoofing.

4.1. Analysis configuration

Among the many possible ways to probe CMs, we explored how
a CM responds to band-stop filtered input trials. Our analysis is
motivated by a similar sub-band analysis on CMs [34]. Given
the trials from a test set, we used a band-stop filter to filter out or
mask a specified frequency band in the trials. After that, we fed
the band-stop filtered trials to a well trained CM and obtained
scores. By comparing the score distributions before and after
the band-stop filtering, we can infer whether a CM is utilizing
the information in a certain frequency band.

The filters we used were 10th-order Butterworth filters, and
the investigated stopbands were 0 — 0.1, 0 — 0.8, 0.8 — 2.4,

2.4 — 4.0, 4.0 — 5.6, 5.6 — 7.2, and 7.2 — 8.0 kHz'"". The
spectrograms of a band-stop filtered trial are plotted on the left
side of Figure 3. The stopband at 0 — 0.1 kHz was included to
investigate the impact from the direct current offset, humming
noise, and other components in this very low-frequency region.

The analysis was conducted on five CMs built in the
previous section: baseline using LFCC and GF, fixed
W2V-Large?2 with LLGF, fixed W2V-XLSR with LLGF, fine-
tuned W2V-XLSR with LLGF, and fine-tuned W2V—-XLSR with
GF. To reduce the computation time, we randomly selected
trials from two test sets. One set consisted of 1,400 trials
from the ASVspoof 2019 LA test set; the other contained
6,000 trials from the ASVspoof 2021 DF test set. The trial
score distributions and the EER in each condition are plotted
in Figure 3.

4.2. Findings from sub-band analysis

We first observed that the baseline CM using LFCC and GF was
sensitive to the band-stop filtering in most of the sub-bands. In

10Tn implementation, we used the SciPy 1.7.2 API [35] to filter the
waveforms. For the first two stopbands, we used the high-pass filter
API, and for the stopband of 7.2 — 8.0 kHz, a low-pass filter was
used. We refer to them as band-stop filtering for the explanation in
this section.
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particular, as the last two rows of the figure show, the baseline
CM’s EERs degraded severely when the stopband was either
5.6 — 7.2 or 7.2 — 8.0 kHz. For example, when the band-
stop filtering was on 5.6 — 7.2 kHz, the EER on the ASVspoof
2019 LA test subset increased to 46%. This indicates that the
baseline CM trained on the ASVspoof 2019 LA training set
relied heavily on the information in the high-frequency band.
This trend was also reported in [34], even though the CM back
end in that work was based on a Gaussian mixture model.

Different from the baseline, the four CMs using a self-
supervised front end were relatively insensitive to the band-stop
filtering on high-frequency bands. In fact, for the four CMs,
the band-stop filtering at other sub-bands did not dramatically
change the score distributions except for the two bands at 0—0.8
and 0.8 — 2.4 kHz. However, when the band-stop filtering
was conducted on either 0 — 0.8 or 0.8 — 2.4 kHz, the score
distributions changed, and there was more overlap between
those from the bona fide and spoofed trials. This trend was
consistent across the four CMs and the two test subsets, except
for the two CMs using fine-tuned W2V-XLSR on the ASVspoof
2019 test subset. There, using band-stop filtering at 0.8 — 2.4
kHz only slightly increased the EERs to 4.8% and 5.8% for the
two CMs, respectively.

Nevertheless, the results indicate that the CMs with a self-
supervised front end mainly relied on the information between
0.1 and 2.4 kHz. This behavior is different from the baseline
CM. One possible reason is that the self-supervised model was
pre-trained on various speech data and tended to extract phone
or high-level linguistic information while ignoring channel
variation. The low-frequency band may be a good region to
look for the desired linguistic information. Accordingly, the
CM using a self-supervised front end tended to focus on that
frequency band.

If this explanation is true, we argue that the frequency
band between 0.1 and 2.4 kHz contains useful information to
discriminate bona fide and spoofed trials, and this information
is generalizable to all the test sets in this study. This information
helped the CMs using the fine-tuned W2V-XLSR achieve low
EERs across all the test sets. The high-frequency band can be
useful for a CM if it is only trained and tested on the ASVspoof
2019 LA data set. However, the discriminative information
in the high-frequency band of the ASVspoof 2019 LA trials
may not exist in the other datasets, which may have lead to the
degraded performance on those datasets.

5. Conclusion

We investigated the use of self-supervised models as the
front end of speech spoofing CMs. Through experiments on
benchmark datasets, we observed that a self-supervised front
end pre-trained using diverse speech data performed quite well
when it is fixed and combined with a conventional LCNN-
LSTM back end. More notable improvement is achieved when
the front end is fine-tuned for the anti-spoofing task. Using
only the 2019 LA training set, the CM with a fine-tuned front
end not only performed decently on the 2019 LA test set
but also significantly outperformed the baseline on the 2015,
2021 LA and 2021 DF test sets. The results from a sub-
band analysis further showed that CMs with a pre-trained self-
supervised front end relied on information in the 0.1 — 2.4 kHz
frequency band to discriminate spoofed and bona fide trials,
and this information is useful across test sets. Although the
EERs reported in this study cannot be directly compared with
other studies because the pre-trained self-supervised front end

used more speech data, the results at least suggest one potential
direction to improve the generalizability of CMs.

The self-supervised models can be used in different
manners for down-stream tasks, e.g, partial re-randomization of
pre-trained weights [33] and weighted sum of hidden features
[21]. We also tested some of the methods, even though they
are not consistently better than the strategies discussed in this
paper. These additional results are available in the Appendix
https://arxiv.org/abs/2111.07725.
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