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Abstract
The proliferation of zero-shot TTS models increases the

risk of malicious voice cloning using copyrighted speech
prompts. Although audio watermarking provides an effective
way for encoding copyright information, attackers may still use
watermarked speech as prompts to synthesize unwatermarked
speech with the same speaker identity. To protect copyrighted
voices from being cloned, this study introduces a method to
train open-source TTS models to reject watermarked speech
prompts for cloning. We observe that mainstream zero-shot
TTS models typically rely on pre-trained codec encoders to pro-
cess speech prompts. By training the codec to “mute” when en-
countering watermarked audio, the quality of generated speech
will degrade. In this way, we implicitly prevent zero-shot TTS
models from cloning watermarked voices. Experiments show
that our approach is robust against various attacks while main-
taining high-quality TTS ability given unwatermarked speech
prompts.
Index Terms: voice cloning, audio watermarking, source trac-
ing, privacy protection

1. Introduction
Modern zero-shot text-to-speech (TTS) models [1–4] can ac-
curately imitate the voice of an unseen speaker given only a
3-second speech prompt. However, this revolutionary tech-
nology also carries potential risks of misuse, such as spoofing
voice identification [5] or impersonating specific speakers [6].
A most common kind of misuse is called voice cloning attack,
which refers to unauthorized use of a copyrighted speech as
the prompt to generate others’ voices [7]. For example, a fake
speech generated by cloning Trump’s voice may cause public
panic, whereas a deceptive telephone recording imitating a fa-
miliar voice may lead to financial losses.

In order to distinguish AI-generated audio, previous works
have explored both passive and proactive detection methods.
Passive detection [8–11] mainly utilizes anti-spoofing models as
binary classifiers to predict whether the audio is AI-generated.
Another line of works [12, 13] focus on source tracing. These
works try to further predict which model generated the fake
audio. Though straightforward, these models tend to make
mistakes when encountering audio generated from new unseen
models [14, 15]. Proactive detention generally exploits audio
watermark models [7, 16–18], each composed of a pair of wa-
termark embedder and detector. State-of-the-art audio water-
marking models can not only mark and detect AI-generated au-
dio, but also encode copyright information imperceptibly [19].
However, most of these detectors work independently with the
generative model. This means that they can only help trace the
source of a suspicious audio after it is generated, but not pre-

venting the illegal cloning of copyrighted voices in advance.
While some works [20, 21] explored ways to integrate the wa-
termark embedder into the audio synthesizer, few works have
considered equipping the audio synthesizer with the ability to
detect watermarked speech prompts.

In this work, we propose a method to prevent general open-
source zero-shot TTS models from cloning copyrighted voices.
To construct such a method, we need to answer three questions:
(1) How to integrate watermark detection into an open-source
TTS model; (2) How to force a TTS model to fail when encoun-
tering watermarked voices; (3) How to maintain the generation
capacity of the underlying TTS model when an unwatermarked
voice is given as the speech prompt. A naive solution is to con-
catenate a watermark detector and a pre-trained TTS model us-
ing a hard-coded “if-else” logic: to terminate the generation
process when a watermark is detected in the speech prompt.
However, attackers may remove this “if-else” logic if the TTS
model is open-sourced. Another potential way is to hide this
“if-else” logic into the parameters of the TTS model, whereas
the watermark information may not retain after quantization in
codec encoder [22]. Instead, we start with the observation that
regardless of their detailed architecture, state-of-the-art zero-
shot TTS models generally utilize pre-trained codec encoders
to encode the speech prompt. Therefore, we try to make these
codec encoders “fail” by training the codec to return zero-value
waveform when given watermarked speech prompts. As long
as the codec encoder learns to detect and reject watermarked
speech, the TTS models trained on the pretrained codec encoder
will be able to defend unauthorized voice cloning attacks. Ad-
ditionally, these safeguarded TTS models will need to be re-
trained to adapt to other ordinary codecs, making it difficult for
attackers to bypass the protection mechanism.

The main contributions of this paper can be concluded as
follows: (1) We propose a method to prevent open-source zero-
shot TTS models from cloning copyrighted voices, which is the
first of its kind to the best of our knowledge; (2) Our method can
protect TTS models by training their codec encoders to detect
and refuse watermarked speech prompts in a parametric way;
(3) Experiments show that our method not only preserves the
synthesis quality of the underlying TTS models, but is also ro-
bust to various attacks.

2. Method
In this section, we first formulate our problem in a threat mod-
eling manner (see Section 2.1). Then, we describe the train-
ing process of watermark-aware codecs (see Figure 1(a) and
Section 2.2). Finally, we introduce how the watermark-aware
codec encoders reject watermarked speech prompts in the TTS
pipeline (see Figure 1(b) and Section 2.3).
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Figure 1: (a) Pipeline of watermark-aware codecs. When input audio is not watermarked, the target output is set as the original
input. Otherwise, the target output is set as all zeros. (b) TTS pipeline with watermark-aware codec encoders. If the speech prompt is
watermarked, the codec encoder will output codes of a silent audio clip, prompting the TTS model to generate degraded speech.

2.1. Task Formulation

Consider a scenario involving users, developers and attackers.
In order to declare copyright and prevent potential misuse, the
user adds a watermark into the original speech before sharing
it on the Internet. The attackers collect the shared speech and
prompt an open-source TTS model to clone this watermarked
voice. The developers want to open-source their TTS model.
However, they worry that their model may be used to clone
copyrighted voice. Our mission is to protect TTS models from
cloning copyrighted voice, so that developers can open-source
their models.

In addition, we consider the case where attackers are aware
of our methodology and try to bypass our safeguard strategy.
Specifically, we focus on the watermark removal attack [7],
where attackers try to remove the watermark by editing the wa-
termarked audio, so that the codec encoder can no longer dis-
tinguish the edited audio as watermarked. Furthermore, since
some zero-shot TTS models are robust to subtle perturbations
in the speech prompt, the attackers may still synthesize speech
with acceptable quality using edited prompts. Therefore, our
another mission is to make the watermark-aware codecs robust
against watermark removal attacks. In other words, our model
should be able to detect the watermark even if the watermarked
audio was malicious edited.

2.2. Codec

We train the codec encoder to detect and reject watermarked
speech prompts by modifying the reconstruction target. As de-
picted in Figure 1(a), we first add a watermark onto each utter-
ance in the speech dataset, using a pretrained watermark embed-
der. Since we only care whether the audio is watermarked, the
multi-bit payload part in the watermark is randomly initialized
during the preprocessing stage and not detected when training
the codec encoder. During the training stage, we sample clean
utterances and watermarked utterances with equal probability.
When a clean utterance is sampled, the reconstruction target x̂
is set to the input utterance itself. When a watermarked utter-
ance is sampled, the reconstruction target x̂ is set to all zeros.

x̂ =

{
x, x is not watermarked
0, otherwise

(1)

In this way, the codec will learn to implicitly detect watermarks
and reject watermarked audio by outputting a silent audio clip.
On the other hand, it will learn to reconstruct the original audio
when an unwatermarked audio is sampled, maintaining the core
function of audio codecs.

However, codec encoders trained this way may not be
robust against watermark removal attacks introduced in Sec-
tion 2.1. Following [16], we consider 13 types of au-
dio edits (speed adjustment, resampling, echo, pink noise,
low/high/band-pass filters, smoothing, boosting/ducking, and
MP3/AAC/EnCodec compression). To strengthen the codec en-
coder’s ability to detect edited audios, we include these audio
edits in codec training. Specifically, for each training utterance,
no matter watermarked or not, we randomly sample one type of
audio edit with equal probability and apply it onto the original
utterance. The transformed utterance serves as both the input
and target audio, taking the place of the original utterance. We
also include non-edited utterances during training to ensure the
reconstruction quality of the audio codec. These non-edited ut-
terances are sampled with 10× probability than edited ones.

In this work, we consider EnCodec [23] as a representative
of general audio codecs to demonstrate our concept. Follow-
ing [24], we use a weighted combination of reconstruction loss
Lrec, adversarial loss Ladv , feature matching loss Lfeat, and
commitment loss Lc to train the codec.

2.3. TTS Model

We train the TTS model based on the pretrained watermark-
aware codecs. During the preprocessing stage, we encode the
training audio into codec codes with the codec in Section 2.2.
We only use unwatermarked data for TTS model training, alle-
viating the need for watermarking large-scale datasets.

During the inference stage, the speaker information is car-
ried by the speech prompt and then encoded by the codec en-
coder. If the speech prompt is watermarked, the codec encoder
will output codec codes of a silent audio clip. In this way,
part of the speaker information in the speech prompt will be
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System ND RS BA BP HP AAC MP3 GN PN SM EC DA EA LP FS MEAN

AudioSeal 100 100 100 100 100 100 100 100 100 100 98.5 96 92.5 81 50 94.53

B1&B2 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50.00
O1 100 100 100 100 100 100 99.5 94 86.5 67.5 50.5 50 97 50 50 82.00
O2 100 100 100 100 100 100 100 99 92 95 93.5 53.5 96.5 59.5 50 89.27

Table 1: Accuracy (ACC%) of watermark-aware codecs to detect watermarked audio. Each column represent one kind of watermark-
removal attacks. ND: No Distortion; RS: Resampling; BA: Boost Audio; BP: BandPass Filter; HP: HighPass Filter; AAC: AAC
Compression; MP3: MP3 Compression; GN: Gaussian Noise; PN: Pink Noise; SM: Smoothing; EC: EnCodec; DA: Duck Audio; EA:
Echo; LP: LowPass Filter; FS: Speed Adjustment.

System PESQ↑ STOI↑ VISQOL↑ TM (%)↓

B1&B2 3.63 0.96 4.57 33.42
O1 3.28 0.94 4.26 2.24
O2 3.21 0.94 4.27 1.09

Table 2: Reconstruction quality of watermark-aware codecs.
removed, guiding the TTS model to synthesize silent or low-
quality speech. If the speech prompt is unwatermarked, most
information in the prompt speech will be compressed into the
codec codes and then provided to the TTS model. The TTS
model will thus generate speech with timbre and prosody simi-
lar to the prompt.

In open-source scenarios, attackers may attempt to bypass
this protection by adapting the TTS model to another pre-
trained codec that does not reject watermarked audio. We
demonstrate in Section 3 that our watermark-aware codec has a
code distribution significantly different from the baseline codec.
Therefore, adapting the TTS model to an ordinary codec while
maintaining high generation quality would require a lot of train-
ing data and computational resource. This hinders the attackers
from launching an adaptation attack.

In this paper, we choose VALL-E [2], a popular zero-shot
TTS model based on EnCodec [23], to demonstrate the effec-
tiveness of our method.

3. Experiment
3.1. Settings

We conduct our experiments based on the open-source imple-
mentation of EnCodec1 and VALL-E2. The EnCodec encoder
comprises 4 residual blocks, each with a downsample rate of
8, 5, 4 and 2, respectively. The quantizer quantizes the en-
coded features into 8 layers of codes. Each codebook has a size
of 1024. We train the codec with the LibriSpeech-clean-100
dataset, and test the codec with 100 uttrances randomly sam-
pled from LibriSpeech test-clean dataset. To build the water-
marked training and testing set, We add a watermark on each
utterance in the original dataset with pretrained AudioSeal em-
bedder3. The codec parameters are initialized with a checkpoint
pretrained on unwatermarked LibriTTS, VCTK and AISHELL.
Unless otherwise stated, we train the codec for 300 epochs.

The VALL-E model is composed of 12 transformer decoder
layers, each with a 16-head self-attention block and a 4096-
dimension feed-forward layer. The training dataset comprises
all subsets of LibriTTS-R [25]. We train the TTS model for 20
epoches during the AR stage and 40 epoches during the NAR
stage. We follow [26] to test the TTS model on LibriTTS-R
test-clean, choosing another utterance from the same speaker as
the speech prompt.

1https://github.com/yangdongchao/AcademiCodec
2https://github.com/lifeiteng/vall-e
3https://huggingface.co/facebook/audioseal

We compare our method with two baselines, denoted as B1
and B2 respectively. In B1, we train both the codec and the TTS
model solely on unwatermarked audio. In B2, we use the same
“clean” codec as in B1 but attempt to train the TTS model to re-
ject watermarked prompts. Specifically, we train the TTS model
on both unwatermarked and watermarked speech, and modify
the training target of all watermarked speech to a special to-
ken to pertube the generation process when given watermarked
speech prompts. We also include the detection accuracy of the
pre-trained AudioSeal detector (denoted as AudioSeal), which
serves as an upper bound of watermark detection accuracy of
our method.

Meanwhile, we denote two versions of our system as O1
and O2. O1 omits the “Audio Edits” process in Figure 1 when
training the codecs, whereas O2 includes them during codec
training. Since O2 better maintains generation quality and is
more robust to watermark removal attacks, we select it as our
default setting.

3.2. Evaluation Metrics

We first introduce metrics for evaluating the codec encoder’s
ability to detect watermarked audio. Since the codec encoder
does not explicitly output a binary classification label, we pro-
pose a new metric named silence ratio (SR). We define an au-
dio frame as a silent frame if the frame-wise energy is below a
threshold τe. The silence ratio is defined by the proportion of
silent segments within an audio clip. An audio clip is consid-
ered silent if its silence ratio is below another threshold τr . In
this work, we empirically set τe = 30dB and τr = 0.8.

Et = 10 log10 amplitude2t (2a)

silence(t) =

{
1, Et < τe

0, otherwise
(2b)

SR(wav) =

∑length(wav)
t=1 silence(t)

length(wav)
(2c)

silent(wav) =

{
true, SR(wav) > τr

false, otherwise
(2d)

Besides watermark awareness, we also evaluate the recon-
struction quality of codecs through intruisive speech quality
metrics like PSEQ, STOI and VISQOL. Additionally, we cal-
cutate the token match rate (TM) to probe how much the water-
mark affects the codec codes. TM is defined as the proportion
of matched tokens between an unwatermarked audio and its wa-
termarked version.

We test the TTS model’s ability to reject cloning water-
marked voices through average silence ratio and speech quality
metrics like word error rate (WER), speaker similarity (SIM)
and mean opinion score (MOS). We use the ground-truth tran-
script and speaker embedding of the speech prompt as reference
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System WM metric ND RS BA BP HP AAC MP3 GN PN SM EC DA EA LP FS MEAN

O2
× WER (%) 13.7 14.5 15.7 30.2 36.8 12.5 13.7 11.1 13.1 28.5 13.8 18.2 49.3 62.0 64.3 26.5

SIM 0.86 0.86 0.86 0.79 0.80 0.86 0.84 0.84 0.84 0.78 0.83 0.85 0.81 0.72 0.36 0.79

✓
WER (%) 46.6 44.3 46.4 66.4 66.3 45.7 58.4 55.7 51.1 62.3 47.3 31.9 63.8 61.6 37.8 52.4
SIM 0.74 0.75 0.73 0.67 0.64 0.74 0.72 0.72 0.71 0.69 0.71 0.81 0.69 0.71 0.64 0.71

Table 3: Generated speech quality of our default system O2 under different watermark removal attacks. Tested on 100 utterances
randomly sampled from LibriTTS-R test-clean. See Table 1 for the notation of each attack.

System WM prompt WER (%) SIM MOS SR

B1 × 14.1 0.88 3.74 5.64
✓ 13.9 0.88 3.77 5.61

B2 × 17.8 0.88 3.52 5.36
✓ 18.9 0.87 3.21 5.46

O1 × 25.0 0.87 3.53 6.68
✓ 96.3 0.64 1.05 6.76

O2 × 15.0 0.85 3.64 17.30
✓ 51.0 0.74 1.27 57.31

Table 4: Generated speech quality of TTS models. SR denotes
silence ratio in percentage, whereas WM denotes whether the
speech prompt is watermarked.
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Figure 2: Codec code distributions of unwatermarked and wa-
termarked audio, sorted by occurring frequency.

to calculate WER and SIM, respectively. Higher silence ratio
and lower speech quality on watermarked prompts indicate that
the model rejects copyrighted voices better.

3.3. Results

3.3.1. Codec

The watermark detection accuracies (ACC) under different
kinds of watermark removal attacks are listed in Table 1. In
most cases, the detection accuracy of our method O2 matches
that of the original AudioSeal detector. Comparing O1 and
O2, we can see that adding audio edits significantly improves
robustness against attacks like smoothing (SM) and EnCodec
(EC). Moreover, the False Negative Rates (FNR) under each
kind of watermark removal attack are all 0% in O1 and O2, in-
dicating that our method seldom rejects unwatermarked speech
prompts.

We report the reconstruction quality of the watermark-
aware codec in Table 2. Comparing B1 and O2, we see that
the reconstruction quality of our method is slightly lower but
still on par with the baseline trained without watermarked au-
dio. This is within our expectations since the codec tends to
output ambiguous segments if it is hard to determine whether
the input segment is watermarked. Furthermore, there is no sig-
nificant difference between the reconstruction quality of O1 and
O2, indicating that adding audio edits during training does not
affect the reconstruction quality of codec models.

3.3.2. TTS Model

In Table 4, we report the synthesis quality of TTS models given
watermarked and unwatermarked prompts. Whether the speech
prompt is watermarked or not, the generated speech quality of
B1 and B2 remains almost the same. This indicates that both
baseline TTS models do not have the ability to detect and reject
watermarked prompts. In contrast, the synthesis quality of O1
and O2 significantly decreases when given watermarked speech
prompts. Comparing O1 and O2, we can see that although O1
rejects watermarked prompts better, its synthesis quality falls
behind that of B1 when given unwatermarked prompts. This
indicates that audio edits added when training O2 not only im-
proves its robustness against watermark removal attacks, but
also contributes to maintaining the generation capacity of the
undelying TTS model. We suppose that this is because the au-
dio edits play a similar role as data augmentation.

To demonstrate the robustness of the entire TTS system
against watermark removal attacks, we evaluate the synthesis
quality of our default system, O2, using edited speech prompts.
As shown in Table 3, for most attacks, there remains a sig-
nificant quality gap between watermarked and unwatermarked
voice cloning. Exceptionally, in the cases of echo (EA), low-
pass filter (LP), and speed adjustment (FS), the speech prompts
are so significantly altered that the TTS model is unable to pro-
duce speech of acceptable quality, even when the prompts are
not watermarked. This means that these attacks are unsuccess-
ful and can be ignored. In conclusion, our TTS system can still
reject cloning voices in watermarked speech prompts, even if
these prompts have been maliciously edited.

To further illustrate how our watermark-aware codecs af-
fects the TTS model, we depict the first-layer codec code distri-
bution of 100 unwatermarked/watermarked audio pairs from the
LibriSpeech-test-clean dataset in Figure 2. The result reveals a
significant difference in the code distribution of watermarked
and unwatermarked speech, indicating a loss of speaker infor-
mation when encoding watermarked speech. This explains why
the speaker similarity drop when our system encounters a wa-
termarked speech prompt.

4. Conclusion

In this paper, we propose a method to prevent open-source
zero-shot TTS models from cloning copyrighted voices with
watermark-aware codecs. Our experiments show that, by train-
ing the codec to “mute” in response to watermarked speech
prompts, we can develop a watermark-aware TTS system that
not only maintains high reconstruction quality but also exhibits
robustness against various attacks. While our method may be
generalized to a wide range of codecs and TTS models, it falls
short when addressing copyrighted voices that are either unwa-
termarked or have been watermarked with unseen audio water-
marking models. Future work may focus on enhancing the gen-
eralization ability and robustness of our method.
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