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Abstract

Voice conversion (VC) enables natural speech synthesis
with minimal data; however, it poses security risks, e.g., identity
theft and privacy breaches. To address this, we propose Mimic
Blocker, an active defense mechanism that prevents VC mod-
els from extracting speaker characteristics while preserving au-
dio quality. Our method employs adversarial training, an audio
quality preservation strategy, and an attack strategy. It relies on
only publicly available pretrained feature extractors, which en-
sures model-agnostic protection. Furthermore, it enables self-
supervised learning using only the original speaker’s speech.
Experimental results demonstrate that our method achieves ro-
bust defense performance in both white-box and black-box sce-
narios. Notably, the proposed approach maintains audio quality
by generating noise imperceptible to human listeners, thereby
enabling protection while retaining natural voice characteristics
in practical applications.

Index Terms: voice conversion, adversarial attack, speaker ver-
ification, speaker representation

1. Introduction

Recent advancements in deep learning have furthered the de-
velopment of voice conversion (VC) technology significantly
[1, 2, 3, 4]. Currently, VC technology is widely employed
in various applications, including voice conversion services
[5, 6, 7] and audio data augmentation [8]. However, the in-
creasing sophistication of VC models introduces critical risks,
particularly the generation of audio deepfakes, and such misuse
can lead to serious concerns, including identity theft and privacy
breaches [9].

Among VC models, one-shot VC models have garnered
attention because these models can synthesize high-quality
speech using only a single sample of a target speaker’s voice.
One-shot VC effectively retains the linguistic content of the
content speech while adapting the timbre to match the target
speaker. In addition, recent advancements have further en-
hanced the capability of one-shot VC models, enabling natural
and highly realistic VC with minimal input data [10, 11].

To mitigate the risks associated with VC technology, pre-
vious studies have investigated audio deepfake detection and
post-hoc defense mechanisms [12, 13, 14, 15, 16]. However,
these approaches primarily focus on identifying the converted
speech rather than proactively preventing the conversion pro-
cess. Consequently, these methods are passive and offer lim-
ited fundamental protection. In addition, research on dedicated
defense mechanisms against VC models remains insufficient,
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and many existing methods struggle to balance defense effec-
tiveness with sufficient audio quality. While some approaches
incorporate specific VC models during training to enhance de-
fense performance [17, 18, 19, 20], their generalizability to un-
seen VC models remains uncertain, and many methods require
both style and target speech during training, thereby imposing
structural constraints that increase data requirements.

To address these challenges, we propose Mimic Blocker,
an active defense mechanism against VC models. The Mimic
Blocker leverages adversarial training and a quality-preserving
strategy in the waveform domain to maintain audio quality
while maximizing defense effectiveness. By utilizing pub-
licly available feature extractors [21, 22] and applying attack
strategies at the embedding level, the proposed method en-
sures model-agnostic defense. This design enables the Mimic
Blocker to maintain consistent defense effectiveness across var-
ious VC models without depending on any specific architec-
tures. Unlike previous methods [17, 18, 19, 20], the pro-
posed Mimic Blocker achieves defense effectiveness through
self-supervised learning using only a single style speech, while
maintaining attack strength by directly adding noise to the orig-
inal style waveform.

In addition, the adversarial noise introduced by the Mimic
Blocker is imperceptible to human listeners while preventing
speaker identity features from being captured by VC models,
thus providing effective protection. Through this research, we
aim to prevent the misuse of VC technology and contribute to
the secure and ethical advancement of voice conversion tech-
niques

2. Proposed Methodology

The primary objective of the Mimic Blocker is to prevent one-
shot VC models from replicating a speaker’s unique vocal char-
acteristics. To achieve this, adversarial noise is added to the
style waveform, which serves as input to the VC model. Note
that the generated noise must be sufficiently subtle to be im-
perceptible to human listeners while effectively preventing the
VC model from extracting the speaker’s characteristics. Figure
1 shows the overall framework of the proposed Mimic Blocker,
which comprises three key components, i.e., the generator, the
discriminator, and the feature extractor. The proposed method
is built on three core strategies, including adversarial training, a
quality preservation strategy, and an attack strategy.

2.1. Adversarial Training

The adversarial training process is designed to generate per-
turbations that effectively interfere with VC models while
maintaining the naturalness of the speech, which is achieved
through the interplay between the generator and the discrimina-

10.21437/Interspeech.2025-1625



Extractor E Extractor E

II. > Lemp < lII

Generator G

— |} —
x

style waveform

d‘x
adversarial noise

‘ Lyave

@

Discriminator D

Lean «

———— o i .

adversarial waveform

Training Stage

Generator G

—
adversarial noise
%

X

style waveform adversarial waveform

T

L ve
y e
content waveform l
F(x',y)
Testing Stage

Figure 1: Training and testing stage of Mimic Blocker. The red arrows represent the computational pathways used to calculate the loss

functions.

tor. Specifically, the generator creates adversarial noise, and the
discriminator learns to distinguish between clean and perturbed
waveforms.

Generator : The generator receives the style waveform z
as input and generates noise to hinder the VC model. The gener-
ator is composed of 1D-convolution and transposed convolution
layers, with the final output restricted to the range [-1, 1] using
the hyperbolic tangent activation function. Then, combine the
noise with the original style waveform to produce a new wave-
form.

Discriminator : The discriminator operates in the Mel-
spectrogram domain to differentiate between the original style
waveform z and the adversarial waveform z’. It consists of con-
volutional layers and fully connected layers, ultimately produc-
ing a classification score using a sigmoid activation function.
To enhance the stability of the adversarial training, the final lin-
ear layer of the discriminator is initialized dynamically for each
batch, and an adaptive balance between the discriminator and
the generator is maintained.

The generator and discriminator are trained jointly using
the following loss functions.

' =+ G(z) (1)
Lo = E[log(D(mel(z)))] + Ellog(D(mel())))] )

In Equation (1), x denotes the style waveform used as the
input to the VC model, G(-) denotes the generator, and xz/ de-
notes the waveform with added noise. In Equation (2), D(:)
denotes the output of the discriminator, and mel(-) denotes the
Mel-spectrogram transformation.

2.2. Quality Preservation Strategy

Two methods are implemented to ensure the imperceptibility of
the noise and preserve the audio quality. First, we introduced
wave loss, which minimizes the mean squared error (MSE) be-
tween the original style waveform and the adversarial wave-
form, which helps ensure that the generated noise remains im-
perceptible to human listeners. The wave loss is defined as fol-
lows.

Lyave = MSE(x,z") 3)
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Second, previous studies have applied adversarial attacks
in the Mel-spectrogram domain, subsequently reconstructing
the waveform using a vocoder. However, this technique has
notable weaknesses, including degraded audio quality and re-
duced defense effectiveness due to the distortions introduced
during the spectrogram-to-waveform conversion process [19].
In contrast, the proposed method introduces noise directly into
the waveform domain. This approach preserves the audio qual-
ity while simultaneously maximizing the defense effectiveness
against VC models.

2.3. Attack Strategy

In the proposed method, we also introduce an embedding loss
to enhance the generator’s ability to obstruct the extraction of
the speaker’s characteristic by VC models. This approach max-
imizes the L2 distance between the embedding vectors of the
original style waveform and the adversarial waveform using
publicly available pretrained feature extractors (WavLM and
HuBERT) [21, 22]. The embedding loss is defined as follows.

Lemp = — H E(IL’) - E(:I:l) ||2 (4)

Here, E (-) denotes the pretrained feature extractor, where
E (z) denotes the embedding vector of the original style wave-
form and E (z') denotes the embedding vector of the adversar-
ial waveform. By maximizing the embedding distance between
the original style waveform and the adversarial waveform, the
proposed method effectively disrupts the VC models’ ability to
extract the speaker’s characteristics.

Previous studies have applied attacks by minimizing the
distance between the original style waveform and a designated
target waveform [17, 18, 20]; however, the proposed method
employs a self-supervised learning attack technique that sep-
arates the embeddings of the original style waveform and the
adversarial waveform without requiring additional target wave-
forms. The training objective of the generator is defined through
the following loss function.

Ltotal = )\waveLwave + AembLETnb + LGAN (5)

This approach allows the noise to degrade the performance
of the VC model while preserving the natural audio qual-



Table 1: Performance comparison of different methods in FreeVC.

Model ASR 1 PSR 1 PESQ 1 STOI
DYV_w [20] 0.530 0.990 1.610 0.770
(Defending Your Voice White-box) (0.460,0.610)  (0.980,1.000)  (1.560, 1.670)  (0.760, 0.780)
RW _cs_w [20] 0.940 0.820 1.790 0.810
(RW-VoiceShield Cosine Similarity White-box) ~ (0.900,0.980)  (0.760, 0.880)  (1.740, 1.840)  (0.790, 0.830)
RW_mse_w [20] 0.700 0.990 1.970 0.840
(RW-VoiceShield MSE White-box) (0.610,0.790)  (0.970,1.000)  (1.910,2.010)  (0.820, 0.860)
RW_cs_b [20] 0.850 0.950 1.900 0.810
(RW-VoiceShield Cosine Similarity Black-box)  (0.830,0.870)  (0.920,0.980)  (1.900, 1.940)  (0.790, 0.830)
RW_mse_b [20] 0.740 0.970 1.990 0.820
(RW-VoiceShield MSE Black-box) (0.830,0.870)  (0.940,0.990)  (1.930,2.030)  (0.800, 0.840)
P_wavlm_w 0.883 1.000 3.633 0.942
(Proposed method wavlm White-box) (0.862,0.901)  (0.996,1.000)  (3.633,3.661)  (0.939,0.945)
P_hubert_b 0.880 1.000 3.633 0.942

(Proposed method hubert Black-box)

(0.859, 0.898)

(0.996, 1.000) (3.633,3.661) (0.939, 0.945)

ity. Compared with existing methods, the proposed method
demonstrates superior defense capabilities through a simpler
design while remaining independent of specific VC models
[17, 18,19, 20]. Here, Awave and Aemp are the hyperparameters
that balance the contributions of the wave loss and the embed-
ding loss, respectively. These values were set to Ayave = 0.8
and Aepmp = 0.2 following a manual search, where we selected
the configuration that minimized the loss function.

2.4. Inference

During the inference process, the trained generator adds opti-
mized noise to the given style waveform. The generated adver-
sarial noise is designed to effectively obstruct the VC model’s
extraction of the speaker’s characteristics while preserving au-
dio quality that is similar to that of the original style waveform.
As shown in the right portion of Figure 1, the trained generator
generates the optimal adversarial noise d,, for a given the origi-
nal style waveform input x. The generated noise d, is injected
into the original style waveform to form the adversarial wave-
form ', and the resulting x’ serves as input to the VC model,
ultimately hindering accurate preservation of the speaker’s style
in the converted waveform F(z', y).

3. Experiment

This study used the CSTR VCTK Corpus 0.92, which com-
prises 110 speakers [23]. We randomly partitioned the dataset
into training (60%), validation (20%), and test (20%) sets while
ensuring gender balance. Additionally, we resampled all audio
recordings to 16 kHz and normalized them to maintain consis-
tent volume levels. We trained the proposed Mimic Blocker
model using the Adam optimizer with a batch size of 32 and a
learning rate of le-4 for 10 epochs. The training process on an
NVIDIA RTX 4090 GPU required approximately 25 hours for
completion. The inference time is less than 1 second per sam-
ple. We evaluated the proposed Mimic Blocker in terms of the
perceptual evaluation of audio quality (PESQ) [24], short-time
objective intelligibility (STOI) [25], attack success rate (ASR),
and preservation success rate (PSR) [20]. For speaker verifica-
tion, we utilized the ECAPA-TDNN model [26], which was pre-
trained on the VoxCeleb dataset [27, 28], using the same cosine
similarity threshold (0.328) as RW-VoiceShield for comparative
analysis [20].
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3.1. Attack Scenarios

To evaluate the robustness of the proposed method, we inves-
tigated its defense performance in both white-box and black-
box attack scenarios. In previous studies, the white-box sce-
nario was defined as a scenario in which the target VC model’s
speaker encoder was trained on existing data. Conversely, in
the black-box scenario, the speaker encoder was retrained with
new data before testing [17, 20]. The proposed method employs
a publicly available pretrained feature extractor rather than the
speaker encoder from a specific VC model; thus, the standard
definitions from these previous studies could not be applied di-
rectly in this experimental evaluation.

Therefore, the following modifications were introduced to
align the attack scenarios with the proposed method. In the
white-box scenario, we used the publicly available version of
WavLM, which has the same architecture as the speaker encoder
used in the FreeVC. In the black-box scenario, we conducted at-
tacks with the HuBERT feature extractor, which differs from the
speaker encoder of FreeVC. This setting allowed us to analyze
the impact of the encoder variations on the attack performance.
In addition, the experimental design enabled a comprehensive
evaluation of the defense effectiveness of the proposed Mimic
Blocker under diverse conditions while ensuring generalizabil-
ity across different speaker encoders.

3.2. Objective Tests

The experimental results shown in Table 1 demonstrate that the
proposed Mimic Blocker outperformed the existing defense ap-
proaches while maintaining superior audio quality. For the com-
parative analysis, we considered two baseline methods, i.e., the
Defending Your Voice (DYV) [17] and RW-VoiceShield (RW)
[20] methods.

The abbreviations in the "Model” column of Table 1 repre-
sent the model architecture and experimental conditions. DYV,
RW, and P denote the utilized models, where P refers to the
”proposed model.” CS and MSE indicate the loss functions used
for training RW. Lastly, w and b correspond to the white-box
and black-box scenarios, respectively. Values in parentheses
represent the 95% confidence interval lower and upper bounds.
For methods other than the proposed model, the results were
referenced from the literature [20] to facilitate an effective com-
parison with existing methods.

As Table 1 demonstrates, P_-wavlm_w and P_hubert_b



achieved ASR of 0.883 and 0.880 respectively, outperforming
all existing methods except RW _cs_w [20]. This result indicates
that the proposed Mimic Blocker prevents VC models from
extracting the speaker’s characteristics more effectively than
existing methods. Additionally, while maintaining consistent
ASR regardless of the feature extractors, the proposed method
showed stable performance in both white-box and black-box ex-
periments, whereas the existing methods exhibited large vari-
ations in specific scenarios. In contrast, the proposed Mimic
Blocker demonstrated stable performance in both the white-box
and black-box experiments.

Furthermore, the proposed Mimic Blocker significantly
outperformed existing methods in terms of the audio quality
metrics, including PSR, PESQ, and STOI. Notably, the pro-
posed method achieved PESQ 3.633 and STOI of 0.942, which
are substantially higher than those obtained by the previous
models. These results indicate that the proposed method main-
tains excellent performance in both defense effectiveness and
audio quality. Unlike existing methods that reduce audio quality
to enhance adversarial robustness, the proposed method main-
tains both defense effectiveness and perceptual quality.

Table 2: Performance of TriAAN-VC.

Model ASR 1 PSR PESQ STOI 1

P.wavim  0.992 1.000 3.632 0.941
(0.985, 0.996) (0.996, 1.000) (3.602, 3.661) (0.938, 0.943)

P_hubert  0.990 1.000 3.632 0.941

(0.981, 0.994) (0.996, 1.000) (3.602, 3.661) (0.938, 0.943)

Table 2 shows the experimental results in the TriAAN-
VC environment. P_wavlm and P_hubert achieved ASR of
0.992 and 0.990 respectively. These results indicate that the
proposed Mimic Blocker maintains consistent defense perfor-
mance across different VC models, demonstrating its robustness
and applicability to various voice conversion architectures.

In summary, the proposed Mimic Blocker effectively maxi-
mizes the defense performance while preserving the audio qual-
ity. Notably, its stable performance across both white-box and
black-box scenarios, coupled with its robust defense against di-
verse VC models, is a key factor in enhancing the practicality
of the proposed Mimic Blocker method.

3.3. Subjective Tests
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Figure 2: Subjective tests result with Mimic Blocker.
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To further assess the effectiveness of the proposed Mimic
Blocker, a subjective evaluation was performed involving 21
test speakers (9 male, and 12 female participants). For the male
speakers, three utterances were selected randomly from seven
participants, and two utterances were selected from the remain-
ing two participants. For the female speakers, three utterances
were selected from a single participant, and two utterances were
selected randomly from each of the remaining eleven partici-
pants, resulting in a total of 50 evaluation sets.

Here, each set comprised five pairs based on a single style
waveform: (a) the style waveform and the original output, (b)
the style waveform and the adversarial waveform (white-box),
(c) the style waveform and the adversarial output (white-box),
(d) the style waveform and the adversarial waveform (black-
box), and (e) the style waveform and the adversarial output
(black-box). In addition, a panel of six evaluators was tasked
with determining whether the speakers in each speech pair were
the same. The participants selected from the following four
confidence-based options: (I) different, absolutely sure; (II) dif-
ferent, but not very sure; (III) same, but not very sure; and (IV)
same, absolutely sure.

The corresponding evaluation results are shown in Figure
2 as percentage values. This subjective evaluation also yielded
high performance. For example, in the white-box and black-box
scenarios ((b) and (d)), the adversarial waveform was perceived
as belonging to the same speaker as the style waveform with
confidence levels of 99.7% and 99.3%, respectively. In contrast,
in scenarios where the style waveform was compared with the
adversarial output ((c) and (e)), 91.3% of the participants con-
fidently identified them as different speakers. These findings
confirm that the proposed protection method successfully dis-
rupts VC while preserving the speaker’s vocal characteristics.
The demonstration and source code are available at https:
//github.com/yugwangyeol/Mimic-Blocker.

4. Conclusion

This paper proposes the Mimic Blocker, a robust speech protec-
tion approach designed to prevent VC models from replicating
a speaker’s vocal characteristics. Unlike conventional defense
techniques, the proposed method does not rely on specific VC
models by utilizing a publicly available feature extractor and
does not require target speech during training.

Mimic Blocker employs an adversarial training model that
operates directly in the waveform domain, providing strong
defense performance. The experimental results demonstrate
that the proposed method consistently preserved its protective
effectiveness across both white-box and black-box scenarios,
exhibiting minimal performance variability and demonstrating
high generalization capability to various VC models.

Notably, the proposed method maintains high defense per-
formance while preserving the original speaker’s audio quality,
setting it apart from existing techniques. Mimic Blocker re-
tains audio quality more effectively than previous defense meth-
ods while significantly degrading the conversion performance
of VC models. This demonstrates its ability to overcome the
common trade-off in adversarial defenses, where audio quality
is typically compromised, thereby offering practical and high-
quality speech protection.

The findings of this study suggest that the proposed Mimic
Blocker method can serve as a robust voice protection mecha-
nism, potentially preventing social issues caused by the misuse
of VC technology at an early stage.
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