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Abstract
Solutions for defending against deepfake speech fall into two
categories: proactive watermarking models and passive conven-
tional deepfake detectors. While both address common threats,
their differences in training, optimization, and evaluation pre-
vent a unified protocol for joint evaluation and selecting the best
solutions for different cases. This work proposes a framework
to evaluate both model types in deepfake speech detection. To
ensure fair comparison and minimize discrepancies, all mod-
els were trained and tested on common datasets, with perfor-
mance evaluated using a shared metric. We also analyze their
robustness against various adversarial attacks, showing that dif-
ferent models exhibit distinct vulnerabilities to different speech
attribute distortions. Our training and evaluation code is avail-
able at Github 1.
Index Terms: Speech deepfake detection, Audio watermark-
ing, Speech communication, Deep learning

1. Introduction
Protection against artificially generated or manipulated deep-
fake speech can be categorized into passive defense and proac-
tive defense. Passive defense involves detecting whether speech
from a content provider was generated by artificial intelligence,
without any pre-processing of the input speech or prior assump-
tions about the generator. This approach mainly utilizes deep
learning-based deepfake detectors [1,2] trained on datasets con-
taining real and fake speech [3,4]. In contrast, proactive defense
(typically watermarking models [5–7]) embeds a traceable but
perceptually inaudible message into the speech before distribut-
ing it, allowing the speech recipient to extract the message and
verify the authenticity of the source [8].

Despite differences in use cases and methodologies, both
passive and proactive approaches are potential solutions to de-
tect speech deepfake. It is hence meaningful to compare these
two types of methods. However, there are few relevant stud-
ies, possibly due to the challenges of comparing them fairly and
rigorously: 1) Deepfake detectors and watermarking models are
trained with different objectives and loss functions [9, 10], and
their outputs vary in form and semantics. 2) They are usually
evaluated using different metrics [8, 11] tailored to their use
case, making direct comparison difficult. 3) Their robustness
is often tested with different transmission conditions and ma-
nipulations [5, 6, 12, 13]. 4) There is no common database and
protocol shared by the two research communities.

This work takes the initial step toward bridging the gap.
We compare representative speech deepfake detectors and wa-
termarking models for identifying speech deepfakes, using their

1https://github.com/nii-yamagishilab/antispoofing-watermark

original training recipes, but on common speech deepfake de-
tection datasets and diverse transmission and manipulation con-
ditions. Our results show that powerful passive deepfake de-
tectors and watermarking models can achieve perfect (or near-
perfect) results on the ASVspoof 2019 and 2021 logical access
(LA) datasets, but suffer varying degrees of performance degra-
dation when facing unseen transmissions and manipulations. A
watermarking model called Timbre tends to be the most robust
but is still vulnerable to certain codecs and pitch shift manipu-
lation. Other passive and proactive models are more fragile.

2. Brief Review of Speech Deepfake
Detection and Watermarking

2.1. Speech deepfake detection

A speech deepfake detector acts as a binary classifier and de-
cides whether the input waveform is real or fake.2 Given a
waveform x ∈ X , the detector functions as fd : X → Y , where
Y ≜ {real,fake} is the set of output labels. In most cases,
the detector is composed of a scoring function gd : X → R and
a decision logic hd : R → Y . The function gd produces a score
s ∈ R indicating the likelihood that the input is real. After
that, hd assigns a label ŷ = real if s is larger than a decision
threshold τd. In implementation, gd can be a deep neural net-
work (DNN) with a sigmoid output function, and s can be the
output of the sigmoid or the log odds [15] fed into the sigmoid.

The performance of deepfake detectors is often measured
using equal error rate (EER) [1, 3, 14, 16–20]. Let a test sample
set be {(xi, yi)}Ni=1, where the real and fake samples are
indexed by i ∈ Λreal and i ∈ Λfake, respectively. After gd
produces the scores {si}Ni=1, the false acceptance rate of fake
data P̂FA(τd) and the false rejection rate of real data P̂FR(τd)

can be estimated by P̂FA(τd) =
∑

i∈Λfake
I(si > τd)/|Λfake|

and P̂FR(τd) =
∑

i∈Λreal
I(si < τd)/|Λreal|, where I is an

indicator function. The EER is then estimated by EER ≈
1
2

(
P̂FA(τ

∗
d ) + P̂FR(τ

∗
d )
)
, where τ∗

d = argminτd |P̂FR(τd) −
P̂FA(τd)| is the threshold at which P̂FA(τ

∗
d ) and P̂FR(τ

∗
d ) are ap-

proximately equal.
An ideal speech deepfake detector should be able to gener-

alize well to unseen deepfake data. To achieve this, the detector
must be trained using data from diverse deepfake generators and
acoustic conditions. Strategies such as data augmentation using
simulated artifacts [13, 21] and self-supervised learning (SSL)-
based feature extraction [2, 20, 22] are also useful.

2Fake data is referred to as presentation attack or spoofed data when
it is used to compromise automatic speaker verification (ASV) systems.
In that context, human speech is called bona fide data [14]. We use the
terms real and fake (or deepfake) to address more general cases.
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Figure 1: Overall comparison workflow between deepfake de-
tection and watermarking. The solid arrows (→) represent the
deepfake detection process, while the dashed arrows (99K) in-
dicate the watermarking process.

2.2. Multi-bit watermarking

Watermarking usually requires two components: a watermark
embedder, which inserts a multi-bit message into the carrier
waveform, and a watermark detector, which extracts and recon-
structs the message from the received waveform [23, 24].

Let M = {M1, · · · ,MK} be a set of K pre-defined wa-
termark messages, where each message Mn ∈ {1,0}L has L
bits. We may use many (K ≫ 2) messages and assign them
to different parties for ownership verification, or we can just
set K = 2 for deepfake detection (described in § 3). The water-
mark embedder acts as a function fe : X×M → X ′, where X ′

represents the domain of the watermarked waveform x′. Given
x′, the detector fw : X ′ → M detects and recovers the wa-
termark message. The detection can be done using L binary
classifiers, i.e., fw = (fw,1, fw,2, · · · , fw,L), where the l-th
classifier fw,l : X ′ → {1,0} decides whether the l-th bit is
1 or 0. Similar to the deepfake detector, fw,l = hw,l ◦ gw,l

can be decomposed into a scoring function gw,l and a decision
function hw,l, but the meaning of score sw,l produced by gw,l

is different — it indicates the likelihood of the l-th bit being 1.
An ideal watermarking model should accurately detect the

embedded watermark message while ensuring that the water-
mark is imperceptible to human listeners [6]. The accuracy of
watermark detection can be measured at the bit level, i.e., the
percentage of detected bits that match the ground truth. Note
that most studies assume a pre-defined decision threshold when
making the decision on each bit [5, 7, 25–27].

Watermarking models need to embed watermark informa-
tion in a way that is imperceptible to the human ear while allow-
ing for its perfect extraction. Therefore, compared to passive
deepfake detectors, watermarking models require more com-
plex training schemes, some of which incorporate specific oper-
ations to forge or remove watermarks during training [5,6,24].

3. Evaluation of Speech Deepfake Detection
and Watermarking

We now explain the evaluation framework shown in Fig. 1, upon
which we compare deepfake detectors and watermarking mod-
els for binary deepfake detection.

3.1. Evaluation metrics

For binary deepfake detection, we use EER as the main evalu-
ation metric (§ 2.1). EER is a concise summary of a detector’s
discriminative capabilities without pre-defined thresholds [28].
It is also the upper-bound of Bayes decision error [29].

The models to be evaluated, both deepfake detectors and
proactive watermarking models, need to produce a continuous-
valued detection score s ∈ R per test utterance (see § 2.1). The
score implies how likely the utterance is real, and by conven-

tion [11], we assume that a higher s favors real more.

3.2. Applying watermarking models to deepfake detection

While deepfake detectors directly produce the score required,
this is not the case for watermarking models. Let us use two
bit-wise disjoint random messages M = {Mreal,Mfake} to
watermark real and fake data, respectively. Each of the mes-
sages has L bits, and each bit can be either 1 or 0. To clas-
sify an input utterance, the watermark detector should act as
fd : X ′ → {real,fake}, and its scoring function gd should
produce the score s that indicates the likelihood of the utterance
being real. Given {sw,l}Ll=1 produced by the bit-level scoring
functions {gw,l}Ll=1 (see § 2.2), we need to merge {sw,l} into
s but cannot simply let s be the sum of {sw,l}. Again, a higher
sw,l suggests a more likely outcome of 1 but not necessarily
real.

A general method to produce the score for deepfake detec-
tion without changing the watermarking model weights is

s =
1

L

L∑
l=1

(
sw,l · q(mreal,l)− sw,l · q(mfake,l)

)
, (1)

where mreal,l and mfake,l are the l-th bit of the messages
Mreal and Mfake, respectively, and q is a sign function that
gives q(1) = 1 and q(0) = −1.

For explanation, let us use a simple example of L = 1. If
mreal,1 = 1 and mfake,1 = 0, we get s = 2sw,1. A higher
sw,1, which favors 1more, also gives more support to real. In
the other case where mreal,1 = 0 and mfake,1 = 1, although a
higher sw,1 still favors 1 more, the score s = −2sw,1 becomes
smaller and gives less support to real but more to fake.3

3.3. Evaluation with transmission and manipulation

Both deepfake detection and watermark detection must perform
robustly in clean environments as well as environments with
noise, compression, encoding, etc. Both methods should also
be robust to surreptitious waveform manipulations designed to
flip detection results. This includes not only simple operations
such as clipping and trimming but also advanced ones such as
adding (or removing) background noise and using sound effects
such as equalization and overdrive.

The transmission effects and manipulations used in the
evaluation are listed below. Note that all conditions assume that
the waveforms to be processed have a sampling rate of 16 kHz.
Group 1: Noisy and public transmission channels
• Gaussian noise: Add a random Gaussian noise at a randomly

selected SNR of 5, 10, or 15 dB.
• MUSAN: Add a randomly selected noise from the MUSAN

corpus [30] to the waveform at a fixed SNR of 10 dB.
• RIR: Convolve signals with a simulated room impulse re-

sponse randomly selected from the RIR corpus [31].
• Quantization: Quantize the waveform using a randomly se-

lected bit-depth of 8, 16, 24, or 32 to add quantization noise.
• Compressor: Apply dynamic range compression [32] with a

random threshold (-50 to -10 dB) and ratio (2.0 to 10.0).
• Opus: Compress using the Opus codec [33] with a random

bitrate (1, 2, 4, 8, 16, or 31 kbps) to simulate VoIP/streaming.
• DAC: Compress 16 kHz audio into discrete codes and then

decompress it back into an audio signal [34].

3If mreal,l = mfake,l, sw,l would give no support to either real
or fake. This bit is hence a waste of the watermark capacity.
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• WavTokenizer: Tokenize and reconstruct the waveform us-
ing WavTokenizer (small-600-24k-4096) [35], a state-of-the-
art neural audio codec.

Group 2: Acoustic manipulations
• Clipping: Apply amplitude clipping and constrain the ampli-

tude to be within the 1st and 99th percentile range.
• Overdrive: Implement Overdrive using the PyTorch [36]

function, which introduces nonlinear distortion with a ran-
domly selected gain (0 to 50 dB) and colour (0 to 50).

• Random trimming: Trim the waveform with randomly se-
lected start and end times.

• Equalizer: Apply a 7-band parametric equalizer with a ran-
dom gain range between -12 and 12dB.

• Frequency masking: Randomly zero out 10 to 80 Short-time
Fourier Transform (STFT) frequency bins of the waveform
and reconstruct the waveform via inverse STFT (iSTFT).

• Noise gate: Compute a spectrogram, estimate noise thresh-
olds, applying gating, and reconstructing the signal [37, 38].

• Noise reduction: Apply a DNN-based speech enhancement
model [39, 40] to the waveform.

• Time stretch: Use a phase vocoder via Librosa [41] to stretch
the waveform with a random rate between 0.5 and 2.0.

• Pitch shift: Use a phase vocoder and resampling via Li-
brosa [41] to randomly shift the pitch between ±5 semitones.

As shown in Fig. 1, for watermarking models, the above pro-
cessing is applied to the watermarked waveform input to the
watermark detector, rather than the waveform input to the wa-
termark encoder.

We also investigated other transmission and manipulation
types. However, for a fair comparison, they were excluded from
the experiments because they were seen during the training of
one or more of the compared models. The above transmissions
and manipulations that are similar but not identical to those used
in training are considered partially seen evaluation conditions.
For example, if a DNN-based codec called EnCodec [10] is seen
in AudioSeal training, transmissions using DAC or WavTok-
enizer are considered partially seen because they are similar to
EnCodec in terms of DNN architecture and training criteria.

3.4. Dataset

The deepfake detection and watermarking communities use dif-
ferent databases for experiments. To compare the two methods
for deepfake detection, we need a common database containing
real and fake data and well-designed protocols.

We follow the speech deepfake detection community and
use the LA part of the ASVspoof 2019 [3] and ASVspoof
2021 [19] datasets. Following the official protocol [19], we
utilize the training and development sets of the ASVspoof
2019 LA dataset for model training and validation. These
datasets include fake data generated using 6 different algorithms
(A01–A06 in [3]). The ASVspoof 2019 test set and the entire
2021 LA set are used for testing, comprising fake data from
11 unseen and 2 seen deepfake generators (A07-A19 in [3]).
Compared to the 2019 test set, around 85% of data in the 2021
dataset has been pre-processed under lossy transmission chan-
nels (e.g., PSTN).4 There is no speaker overlap in the training,
development, and test sets. Other details about the data and
protocols can be found in [3, 19].

4If a channel-transmitted utterance is further processed by any trans-
mission in § 3.3, it is called double degradation [19].

4. Experiment
To assess the proposed evaluation framework, we conducted a
comparative study using four representative DNN-based deep-
fake detectors and watermarking models.

4.1. Experimental models

Passive deepfake detectors: The two deepfake detectors we
studied are AASIST [1] and SSL-AASIST [20]. AASIST is a
state-of-the-art end-to-end (E2E) spoofing countermeasure so-
lution. It uses a sinc-layer front-end to decompose raw wave-
forms for feature extraction and a graph attention network back-
end to integrate temporal and spectral representations, followed
by a readout operation and a fully connected output layer to
produce decision scores. SSL-AASIST enhances AASIST by
integrating the pre-trained wav2vec2.0 model [42] as the front-
end for feature extraction. Using SSL models in the front end
improves robustness against noise, reverberation, and other ex-
ternal distortions [20]. We use official implementations and the
released AASIST and SSL-AASIST checkpoints, which were
trained on the ASVspoof 2019 LA dataset.
Proactive watermarking models: The two experimental wa-
termarking models are Timbre [5] and AudioSeal [6]. Timbre
embeds and detects watermarks in the spectral domain. It ap-
plies STFT to extract the spectrogram, embeds the watermark
in the amplitude while preserving the phase, and reconstructs
the waveform using iSTFT. AudioSeal is a state-of-the-art au-
dio watermarking framework based on a sequence-to-sequence
encoder-decoder architecture.

Following the official implementation, we trained the two
proactive models using the ASVspoof 2019 LA training and
development sets. The sampling rate is 16 kHz, and the wa-
termark message length is 16 bits. The outputs of Timbre’s bit-
level detectors’ linear output layer and the sigmoid logit of the
AudioSeal output layers are utilized as the score sw,l in Eq. (1).
The official implementation of AudioSeal uses data augmen-
tation based on MP3 compression, re-sampling, etc. As men-
tioned in § 3.3, transmissions and manipulations used in data
augmentation for model training are excluded from the evalua-
tion.

4.2. Results and analysis

Table 1 presents the results. Without the transmission or ma-
nipulation in § 3.3, the proactive models demonstrate the ability
to perfectly distinguish real from spoofed speech, achieving 0%
EER on the ASVspoof 2019 LA and ASVspoof 2021 LA eval-
uation sets. This shows that watermarks can be accurately em-
bedded into and extracted from real and fake utterances, even
when they are uttered by an unseen speaker or produced by
11 unseen deepfake generators. Among the passive models,
SSL-AASIST exhibits near-perfect performance, with EERs of
0.23% and 0.84% on the two test sets, respectively. However,
while the EER on the 2019 LA test set is below 1%, AASIST’s
EER on the 2021 LA data rises to 8.15% because the data con-
tains transmission channel operations.

When the transmission or manipulation listed in § 3.3 is ap-
plied, in many cases all model performance drops, even if the
transmission or manipulation is similar to the data augmenta-
tion methods during training. For example, although AudioSeal
has used EnCodec for data augmentation, similar codecs (DAC
and wavTokenizer) result in EERs of 60.95% and 97.40% on
the ASVspoof 2019 LA test set. An EER larger than 50%
means that watermarked fake utterances are more likely to be
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Table 1: Equal Error Rate (EER) results on the ASVspoof 2019 LA and ASVspoof 2021 LA datasets. Darker-shaded values (e.g., in
gray) indicate worse performance, corresponding to higher EER values. A transmission or manipulation condition is considered as
partially seen if it is used by any of the experimental models during training. The model partially seen the condition is marked with an
asterisk ∗. The two sub-groups in the partially seen and unseen conditions correspond to transmission and manipulation, respectively.

Transmission
Manipulation

EER (%)↓ of ASVspoof 2019 LA EER (%)↓ of ASVspoof 2021 LA

Passive Models Proactive Models Passive Models Proactive Models

AASIST SSL-AASIST Timbre AudioSeal AASIST SSL-AASIST Timbre AudioSeal

None from § 3.3 0.83 0.23 0.00 0.00 8.15 0.84 0.00 0.00

Pa
rt

ia
lly

se
en

Gaussian noise 18.06 1.95 ∗ 17.60 15.83 ∗ 25.00 2.79 ∗ 18.73 16.04 ∗
DAC 1.66 0.27 0.01 97.40 ∗ 8.44 1.44 0.00 97.59 ∗
WavTokenizer 17.84 15.92 50.12 60.95 ∗ 17.31 16.31 46.32 63.80 ∗
Random trimming 19.56 ∗ 8.15 0.00 37.50 26.86 ∗ 11.48 0.00 36.87
Time stretch 66.53 44.42 0.00 0.03 ∗ 68.08 47.56 0.00 0.05 ∗
Pitch shift 66.12 48.36 52.62 47.30 ∗ 68.67 48.84 53.14 50.11 ∗

U
ns

ee
n

MUSAN 17.84 1.73 1.31 2.91 26.31 2.97 2.02 3.25
RIR 35.49 4.41 0.00 57.08 45.59 7.75 0.00 57.21
Quantization 26.15 3.31 8.66 19.59 33.19 4.59 10.80 20.92
Compressor 9.30 1.02 0.00 0.00 14.63 4.14 0.00 0.00
Opus 36.27 27.55 17.35 47.38 40.22 30.58 17.32 46.17

Clipping 1.22 0.23 0.00 0.00 6.62 0.92 0.00 0.00
Overdrive 15.30 6.19 0.11 0.00 21.04 8.53 0.05 0.00
Equalizer 1.75 0.23 0.00 0.03 9.56 0.90 0.00 0.05
Frequency masking 43.32 33.11 2.94 24.40 49.99 36.55 4.66 23.89
Noise gate 10.56 2.56 0.13 2.56 18.34 4.21 0.26 3.12
Noise reduction 17.18 11.61 0.00 0.05 24.61 14.16 0.00 0.08

Average w/o None 23.77 12.41 8.87 24.29 29.67 14.34 9.02 24.66

detected as real. Similarly, in the passive AASIST model,
random trimming during training does not lead to a lower EER
when random trimming is applied to test utterances. The only
exception is SSL-AASIST under the Gaussian noise condition,
probably due to the robustness of the pre-trained SSL model to
simple additive noise.

Among the four models, Timbre appears to be the most
robust, achieving EERs of 8.87% and 9.02% on two evalua-
tion sets, followed by the passive model SSL-AASIST, which
achieves 12.41% and 14.34%. However, we cannot hastily con-
clude that proactive models are more robust. First, AudioSeal’s
performance degrades severely when certain transmissions or
manipulations are applied to watermarked waveforms. Second,
even the best-performing Timbre model shows varying degrees
of degradation when facing different transmission and manipu-
lation types. For example, while Clipping and Equalizer do not
harm EER, simple Gaussian noise results in an EER of 17.60%.
More complex techniques, such as DNN-based WavTokenizer
and signal-processing-based Pitch shift, result in an EER of
around 50%, where the model is unable to differentiate real and
fake data based on the detected watermarks.

All the results suggest that robustness against transmission
and manipulation is an unsolved issue. Challenging transmis-
sion and manipulation types are highlighted below.

• Codecs (Opus, DAC, and WavTokenizer): While we have de-
scribed how DAC and WavTokenizer induce high EER on
AudioSeal, WavTokenizer also increases the EER of other
proactive and passive models. The non-DNN codec Opus
also proved harmful to all models, especially AudioSeal.
Different ways of reconstructing waveforms, namely linear
prediction plus discrete cosine transform (Opus), transposed
convolution (DAC), and convolution plus iSTFT (WavTok-
enizer), may affect how the watermark or deepfake artifact is
altered.

• Temporal and spectral modifications (Time stretch, Pitch

shift, and Random trimming): While time-stretch mainly
affects passive models, Pitch shift that re-samples time-
stretched waveforms impairs all models. Random trimming
will hurt the performance of models other than Timbre. This
is expected because Timbre explicitly embeds the watermark
in the frequency domain of each frame and is therefore robust
to temporal manipulations. However, this design is vulnera-
ble to frequency domain transformations.

5. Conclusion
In this work, we took the initiative to compare representative
passive deepfake detectors (AASIST and SSL-AASIST) and
proactive watermarking models (Timbre and AudioSeal) for the
binary classification task of speech deepfake detection. Com-
parisons based on unified evaluation metrics, scoring methods,
diverse evaluation conditions, and common datasets show that
watermarking models and SSL-AASIST can perfectly detect
speech deepfakes without transmission or manipulation, but all
models fail to varying degrees under different transmission or
manipulation conditions. Timbre appears to be the most robust,
but it still suffers from pitch shift based manipulation or trans-
mission via WavTokenizer or Opus.

Robustness to various transmissions and manipulations
must be better addressed for the passive and proactive models
investigated. This initial study used the official training recipes,
some of which did not incorporate any data augmentation. Fu-
ture work will investigate the impact of data augmentations on
proactive and passive models.
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