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Abstract

The temporal dynamics of speech, encompassing variations in
rhythm, intonation, and speaking rate, contain important and
unique information about speaker identity. This paper proposes
a new method for representing speaker characteristics by ex-
tracting context-dependent duration embeddings from speech
temporal dynamics. We develop novel attack models using
these representations and analyze the potential vulnerabilities in
speaker verification and voice anonymization systems.The ex-
perimental results show that the developed attack models pro-
vide a significant improvement in speaker verification perfor-
mance for both original and anonymized data in comparison
with simpler representations of speech temporal dynamics re-
ported in the literature.

Index Terms: automatic speaker verification, anonymization,
attack model, context-dependent duration features.

1. Introduction

The widespread use of speech data today raises major privacy
concerns, leading to its protection under the scope of privacy
regulations like the European General Data Protection Regula-
tion (GDPR) [1]. Voice recordings contain a large amount of
personal information, and beyond revealing a speaker’s identity,
speech data can disclose other sensitive characteristics includ-
ing age, gender, health conditions, emotional state, personal-
ity traits, ethnic background, and socioeconomic status. Un-
derstanding and protecting this vast amount of personal infor-
mation is becoming increasingly important as voice technology
becomes more prevalent in our daily lives.

A common method for preserving the privacy of speech
data is voice anonymization which aims to suppress personally
identifiable characteristics of the speaker, while preserving the
linguistic and paralinguistic content [2]. Voice anonymization
techniques have evolved significantly. They include two broad
categories of methods.

The first category, signal processing-based methods, em-
ploys simple signal transformations to alter voice characteris-
tics. These include spectral warping utilizing the McAdams
coefficient [3], pitch shifting through time-scale modification
[4], and others [5, 6], offering straightforward but limited
anonymization capabilities.

The second and more complex category comprises neu-
ral voice conversion based methods [7-15], that operate by
disentangling various speech attributes — including content,
speaker characteristics, pitch, and emotion — before selec-
tively anonymizing specific attributes and reconstructing the
speech signal using speech synthesis models. Most state-of-
the-art voice conversion based anonymization systems typically
leverage large-scale pre-trained models for attribute extraction,

demonstrating superior performance in both content preser-
vation and privacy protection compared to signal processing-
based methods.

While researchers have made significant advances in voice
anonymization techniques and conducted several studies on the
speaker information carried by pitch [6, 9, 10], little attention
has been paid to the role of speech temporal dynamics in voice
anonymization. Many state-of-the-art anonymization systems
keep speech rate and phoneme durations unchanged [7,9, 12,
16]. Cascaded automatic speech recognition (ASR) and text-to-
speech (TTS) systems [17, 18] present rare exceptions, where
word-level or phoneme-level transcripts from ASR are used by
TTS to synthesize linguistic content with a new target voice.
Although these systems likely avoid retaining speaker identity,
they typically fail to preserve the paralinguistic attributes crucial
for real-life voice anonymization applications.

Prior research relevant to our study [19] involves using
speed perturbation with a constant factor as an anonymization
technique, either independently or combined with anonymiza-
tion based on a cycle consistent generative adversarial network
(CycleGAN). These studies demonstrated that speech rate per-
turbation with a constant factor reduces the effectiveness of au-
tomatic speaker verification systems against both ignorant and
lazy-informed attackers. However, they did not account for the
more robust semi-informed attack model that is now the stan-
dard [20].

The studies in [21, 22] proposed speech rhythm-based
speaker embeddings for duration modeling in multi-speaker
speech synthesis. Another recent study [23], using a simple ap-
proach based on comparison of average phoneme duration vec-
tors, has revealed the importance of speech temporal dynamics
analysis in voice anonymization research.

This paper builds upon [22, 23] and makes a further step
in this direction, performing a more systematic and advanced
analysis of the speaker information conveyed in speech tempo-
ral dynamics. We consider two levels of information regarding
speech temporal dynamics: statistics of average phoneme du-
rations in utterances and complete set of phoneme durations in
the given utterances. Based on the corresponding representa-
tions, we propose speaker verification models that can be used
to attack voice anonymization systems. A key contribution is to
propose a new method to encode the complete set of phoneme
durations in the form of learned context-dependent duration em-
beddings and to show the strong improvement in attack perfor-
mance achieved with this representation.

Section 2 describes the raw duration feature sequences and
Section 3 explains how context-dependent duration embeddings
can be extracted and used to construct attacks. Sections 4 and
5 describe the experimental setup and the results. Section 6
concludes the paper.

10.21437/Interspeech.2025-2317



Speaker s v5(1) vS(k) € NY .-
utterances HH AHO L Ow1 s P
3 [0 [0 [0 ol [0
o 2 0 o 0 0
us -I-I|||Il o 0 4 |0 0 0
lI|||IlIl 0 0 0 o 0 0
-I-IIIlI- 0 0 0 0 0 0
u; 0 0 0 o 4 0
0 0 o0 o 0 0
0o 0 0 0 0 2

Speaker ids

V(K 2o
HO CH
0 0
0 0
0 0
0 3
5 0
0 0
0 0
0 0

Figure 1: Attack model training on raw duration feature sequences, yielding a 128-dimensional context-dependent duration embedding

(yellow).

2. Raw duration feature sequences

Previous works [23, 24] show that speaking rate and average
durations of phonemes contain a significant amount of speaker
information. In this study, our objective is to discover represen-
tations that more efficiently capture speaker information con-
veyed by speech temporal dynamics. We also aim to better un-
derstand how much speaker information can be retrieved from
these different representations.

To do so, we consider raw duration feature sequences that
are more informative than average phoneme durations and in-
clude all information about individual phoneme occurrences in
the given utterance(s), including their context. Let us denote
by N the number of phoneme classes phi,...,phn, and by
K the total number of phones phone(1),...,phone(K,) in
the considered utterance(s) of speaker s. For k € [1, K],
each phone phone(k) in the utterance(s) of speaker s is repre-
sented by a corresponding N-dimensional vector v* (k) € N{:
vi(k) = [vi(k),...,vx (k)] — a one-hot vector multiplied by
the phone length (in acoustic frames) len(phone(k)), where
the index 7 of a non-zero component v; (k) corresponds to the
actual phoneme class ph;: phone(k) € ph;. In other words,

M

i (k
vi (k) 0, phone(k) ¢ ph;

{len(phone(k)),phone(k) € ph;
The phone lengths are extracted from the speech utterances us-
ing phonetic alignment.

3. Context-dependent duration embeddings
and attack model

The raw duration feature sequences proposed in Section 2 allow
us to build an efficient speaker verification model that learns
a context-dependent duration embedding for the given utter-
ance(s) of each speaker. This model is expected to be robust to
modifications of the speech signal during anonymization other
than changes in the temporal dynamics. Therefore, it can be
used by attackers against voice anonymization.

The training process is illustrated in Figure 1. To reduce
overfitting, instead of training the model on utterances, we train
it on chunks of variable length (32 — 256 phones) with a ran-
dom shift in the first utterance u; in every chunk, i.e. we re-
move a random number of phones r from the first utterance
of each chunk. This random variable follows a uniform distri-
bution 7 ~ U (0, min{len(u1), len(chunk)}), where len(u;)
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represents the number of phones in the first utterance w1, and
len(chunk) is number of phones in the entire chunk. We
adopt the standard ECAPA-TDNN (emphasized channel atten-
tion, propagation and aggregation in the time delay neural net-
work) architecture [25] and use 128-dimensional projected ver-
sions of the raw duration feature vectors as inputs. A speaker
embedding which encodes the context-dependent duration in-
formation is extracted from the last fully connected layer of the
ECAPA-TDNN shown in yellow. The output layer performs
speaker classification. The projection layer and the ECAPA-
TDNN are jointly trained with a cross-entropy loss.

At test time, speaker embeddings are computed for the trial
utterance(s) and the enrollment speaker using the trained net-
work, and automatic speaker verification (ASV) scores are ob-
tained using the cosine distance between embeddings.

4. Experimental setup
4.1. Data

Experiments were conducted on the LibriSpeech' [26] corpus of
read English audiobooks. It contains approximately 1,000 hours
of speech from 2,484 speakers sampled at 16 kHz. The training
data is the LibriSpeech-train-960 subset with 2,338 speakers.

For development and evaluation we used the dev-clean
and fest-clean subsets of LibriSpeech. For experiments on
anonymized data, we used the dev-clean and fest-clean subsets
anonymized by a voice anonymization system as described in
Section 4.2.

To perform phonetic alignment, two triphone Gaussian
mixture model - hidden Markov model (GMM-HMM) acoustic
models were trained using the Kaldi speech recognition toolkit
[27] on the following training data: (1) original LibriSpeech-
train-960; and (2) LibriSpeech-train-clean-360 anonymized by
the voice anonymization system. The second model was used
to perform segmentation of the anonymized development and
evaluation datasets.

In our experiments, we utilize exact text transcripts to ob-
tain phonetic alignment. However, in real-world application
scenarios, these alignments can be automatically obtained by
ASR. The aim of this paper is to prove the importance of speech
temporal dynamics for voice anonymization against a strong at-
tacker, which is a necessary step before considering real-world
application scenarios possibly involving weaker attacks. The
motivation for using exact transcripts is therefore to eliminate,

I LibriSpeech: http://www.openslr.org/12



as much as possible, all factors that may negatively impact
the attacker’s performance. These include transcription errors
caused by ASR.

4.2. Anonymization system

To investigate the impact of voice anonymization, as an exam-
ple, we consider a state-of-the-art speaker voice anonymiza-
tion system that keeps the original temporal phoneme dynamics
unchanged, but modifies speaker identity and some prosodical
characteristics such as pitch and energy. This voice anonymiza-
tion system, proposed in [28] and used as baseline B3 in the
VoicePrivacy 2024 Challenge [29], is uses phonetic transcrip-
tion and a generative adversarial network (GAN) that generates
artificial pseudo-speaker embeddings. Anonymization is per-
formed in three steps:

1. extraction of the speaker embedding, phonetic transcription,
pitch, energy, and phone duration from the original audio
waveform,;

speaker embedding anonymization, pitch and energy modifi-
cation;
synthesis of an anonymized speech waveform from the
anonymized speaker embedding, modified pitch and energy
features, original phonetic transcripts and original phone du-
rations.

The automatic speaker verification results in terms of equal
error rate (EER) on the LibriSpeech test set for anonymized
data, according to [29], are around 27 — 28% for the strongest
semi-informed attacker trained on utterance-level anonymized
data.

4.3. Attack model configuration

We perform experiments with the attack models described in
Section 3. In all the reported experiments, we use the ARPA-
bet symbol set corresponding to the Carnegie Mellon University
pronunciation dictionary® with N = 336 phoneme classes that
take into account position in the word and stress.

The configuration and parameters of the ECAPA-TDNN are
the same as those used in the SpeechBrain recipe®. The size
of the speaker embedding extracted from the ECAPA-TDNN
models and used for ASV score computation is 128. The model
is trained using the cross-entropy criterion.

4.4. Baseline models

In the following, we use two models for comparison.

As the first baseline model, we consider the simple metric-
based approach in [23]. We shortly review it in this section.
For a speaker s with utterances uj, ..., u3;, we define an N-
dimensional vector p° (15, .., uiy] € RY,. This vector
represents the average durations of phonemes phi,...,phy
calculated across all utterances from speaker s. In cases where a
particular phoneme is absent from the speaker’s utterances, we
fill in the vector with approximated values to ensure complete-
ness. These approximations are derived from the mean duration
of all phonemes present in the considered utterances for that
speaker. Through this approach, any utterance or set of utter-
ances from speaker s can be represented by the vector p°. The

2http://www.speech.cs.cmu.edu/cgi-bin/cmudict
3https://github.com/speechbrain/speechbrain/
tree/develop/recipes/VoxCeleb/SpeakerRec
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ASYV score is computed using the metric proposed in [23]:

X
p(si,s5) =1— N;min{

where 5%, py are the n-th coordinates of mean duration vec-
tors pu®, p®s for speakers s;, s;.

As a second baseline model, we use an ASV model trained
on anonymized data on conventional 80-dimensional filter bank
features. This model is similar to the semi-informed attack
model used in the VoicePrivacy 2024 Challenge evaluation
setup [29]. The configuration and parameters of the ECAPA-
TDNN are the same as those used in the SpeechBrain VoxCeleb
recipe.
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5. Results

The results on the original evaluation data for different attack
models are summarized in Table 1 in terms of equal error
rate (EER, %). The EER values are reported with 95% con-
fidence intervals, calculated as suggested in [30]. In this ta-
ble, the results are given for development and evaluation data,
on the original unprocessed (the third and fourth columns) and
anonymized (the last three columns) data for three different at-
tack models:

1. Al. metric — the baseline metric-based approach [23] de-
scribed in Section 4.4

2. A2. duration features — the proposed attack model relying

on learned context-dependent duration embeddings

. A3. fbanks (only for anonymized data) — a semi-informed
attack model trained on anonymized data using conventional
filter bank features.

It’s important to note that models trained using only tempo-
ral dynamics information do not require retraining when used
with anonymized data. This is one advantage of the proposed
model with context-dependent duration embeddings which, un-
like the conventional semi-informed attack model, is trained on
original data and does not require retraining on anonymized
data. Thus, a single universal attack model can be applied
against different anonymization algorithms.

Table 1 shows the results for different numbers of utter-
ances used to compute the speaker embeddings. In these experi-
ments we use the same number of utterances for enrollment and
trials and consider three different setups: 1, 4, and 8 utterances.
The ASV performance improves significantly with increasing
number of utterances, especially for the model using on context-
dependent duration embeddings and for the semi-informed at-
tack model trained on anonymized data on filter bank features.
On original test data, for A2, the EER reduces from 24.8% to
2.8% when the number of utterances increases from 1 to 8.

The new attack model A2 significantly outperforms the
baseline metric-based attack system Al. On the original test
data, the EER reduction for A1 w.r.t. A2 is 8 — 26% absolute
(42 — 93% relative), while on the anonymized test data the EER
reduction is 12 — 22% absolute and 28 — 85% relative.

We can observe some degradation of the results for A2 on
anonymized data w.r.t. the results on original data in all cases,
unlike for the baseline model A1, for which the results on the
original and anonymized data are similar. However, A2 sub-
stantially outperforms the baseline A1 on the anonymized data
as well.

Many automatic speaker verification systems typically uti-
lize multiple utterances per speaker for enrollment and a sin-



Table 1: Automatic speaker verification results (EER,%) on original and anonymized data depending on the number of utterances
(#utter) used to compute speaker embeddings, for three different attack models.

original data

anonymized data

Al A2 Al A2 A3
data # utter metric duration metric duration fbanks
features features
1 38.2 £0.7 24.8 +0.6 41.7 +0.7 32.4 +0.6 25.9 4+0.6
dev-clean 4 32.2 +0.6 7.6 £0.4 32.1 +0.6 12.5 +0.5 7.8 £0.4
8 25.9 +0.6 2.8 +£0.2 26.1 +0.6 6.0 +0.3 3.2 +0.2
1 419 0.7 24.2 +0.6 41.8 0.7 30.0 +0.6 22.9 +0.6
test-clean 4 32.2 +0.6 59 +0.3 31.8 +0.6 10.4 +0.4 5.4 +0.3
8 26.0 +0.6 1.8 4+0.2 259 +0.6 39 103 2.0 £0.2

gle trial utterance for each test comparison. Table 2 demon-
strates the performance of the models close to this scenario: for
the A2 model on original and anonymized data, and for A3 on
anonymized data. In these experiments, the number of enroll-
ment utterances is either 8 or 16, and a single test trial utterance
is used.

The results for both the A2 and A3 models demonstrate that
we can achieve a relatively low EER with a small number of
utterances for enrollment and trials.

Table 2: Automatic speaker verification results (EER,%) on
original and anonymized data for different attack models and
varying number of utterances for enrollment (enr), with one ut-
terance for trial (trl).

original data  anonymized data

A2 A2 A3
7 utter duration duration
data (enr,trl) features features fbanks
dev-clean @&, 1) 15.3 21.5 17.1
(16,1) 14.5 20.7 16.5
(8, 1) 14.5 18.2 14.1
testclean ¢ 1) 14.0 16.6 13.1

6. Conclusions

Our introduction of context-dependent duration embeddings
provides new possibilities for robust speaker verification and
privacy-preserving voice technologies. The proposed context-
dependent duration embeddings and attack model allowed us to
significantly outperform the results reported in the literature for
simpler representations of speech temporal dynamics [23], pro-
viding 8 — 26% absolute (42 — 93% relative) EER reduction on
original unprocessed data, and 12 — 22% absolute (28 — 85%
relative) EER reduction on anonymized data. This model of-
fers a key advantage: unlike traditional semi-informed attack
models [31], it can be trained directly on original data, elimi-
nating the need for retraining on anonymized data. The results
of this study can provide guidance for improving current voice
anonymization algorithms.

Future research directions include extension of the study to
other speech corpora, investigation of the complementarity of
the proposed context-dependent duration embeddings and con-
ventional speaker embeddings, and development of more ad-
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vanced attack models and countermeasures that can conceal
speaker temporal patterns effectively and withstand new attack
scenarios.
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