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Abstract

Adversarial attacks against text-independent speaker veri-
fication (TI-SV) systems assume access to genuine speaker’s
enrollment speech (e[n]). This assumption is self-defeating be-
cause if an attacker has e[n], they can bypass the system di-
rectly, making adversarial examples unnecessary. In contrast,
we observe that the text-dependent SV (TD-SV) system, where
the genuine speaker must say a password, offers a more prac-
tically relevant attack scenario. In reality, the attacker may not
have access to the password spoken by a genuine speaker, but
they can likely obtain normal speech from the genuine speaker.
Therefore, generating adversarial noise that, when added to the
genuine speaker’s normal speech, can bypass the password re-
quirement of a TD-SV system constitutes a potential realistic
attack. This work investigates the feasibility of such a practical
attack and shows that even the state-of-the-art TD-SV system is
vulnerable with an attack success rate of 64.28 %.

Index Terms: Speaker verification, Adversarial attacks, Text-
dependent speaker verification, Real-world adversarial attacks.

1. Introduction

Speaker verification (SV) is the task of authenticating the
claimed identity of a speaker from his/her voice characteristics.
Based on the mode of verification, SV systems are divided into
two types: 1) TI-SV and 2) TD-SV. The TI-SV system veri-
fies only the speaker’s characteristics, while the TD-SV system
verifies both the speaker’s characteristics and the textual con-
tent of the speech signal (password). With the advent of deep
learning techniques, both the TI-SV and TD-SV systems have
shown significant performance improvements on various bench-
mark datasets [1]. Given their real-world deployment [2, 3], it
is important to investigate the potential attacks against them.

There are two primary types of attacks against SV sys-
tems: 1) speaker-specific attacks and 2) model-specific attacks.
Speaker-specific attacks attempt to replicate the voice character-
istics of the genuine speaker, often using voice conversion (VC),
text-to-speech (TTS) systems, etc. These attacks have been ex-
tensively studied under the category of spoof attacks through
various automatic speaker verification spoof challenges [4-6].
In contrast, model-specific attacks, which seek to exploit model
vulnerabilities to alter SV system decisions, are relatively less
explored [7-9]. This work focuses on adversarial attacks, a type
of model-specific attack, in the context of SV systems.

A typical text-independent speaker verification (TI-SV)
system takes the genuine speaker’s enrollment speech (e[n])
and a test speech signal (¢[n]) as input and determines if the
test speech is from the genuine speaker. The standard approach
computes a speaker similarity score (fp{e[n],t[n]}) between
e[n] and ¢[n], and compares it to a threshold for verification

[10]. Ideally, a TI-SV system outputs a higher score if ¢[n] is
from the genuine speaker, and a lower score if ¢[n] is from an
imposter. An adversarial attack against the TI-SV system in-
volves slightly perturbing the ¢[n] to overturn the verification
result, i.e., accept an imposter speaker or reject the genuine
speaker [8, 11], as shown in Figure 2. Studies on adversarial
attacks against TI-SV systems showed that even state-of-the-art
TI-SV systems are vulnerable to adversarial attacks [7-9, 12].
These studies assume that the adversary knows the TI-SV sys-
tem fo(.,.) (parameterized by ) and has access to both the gen-
uine speaker’s enrollment speech (e[n]) and the imposter’s test
speech (s[n]). It then computes adversarial noise v[n] using
partial derivatives of fy(e[n], s[n]) with respect to s[n] (as de-
tailed in Section 2) [8]. Adding this adversarial noise (v[n]) to
the imposter’s speech s[n] causes the TI-SV system to incor-
rectly accept it as genuine. These types of attacks are refered to
as gradient based white-box adversarial attacks in the literature.

While the gradient-based white-box adversarial attacks are
powerful, they encounter numerous challenges when launched
in real-world scenarios [13]. A key challenge is accessing the
target system, in this work it is the TI-SV system fo(.,.). A
common approach is to build a surrogate system to approxi-
mate the target system [14], and use it to generate adversarial
noise. These attacks, known as transferable black-box attacks,
are effective when the surrogate system closely approximates
the target [15]. However, even the transferable black-box at-
tacks against the TI-SV system assume the attacker has access
to both the genuine speaker’s enrollment speech (e[n]) and the
imposter speaker’s test speech (s[n]). Most studies on adver-
sarial attacks against TI-SV systems rely on this assumption to
explore the TI-SV system’s vulnerabilities [7-9, 13, 16-18].

In this work, we revisit these assumptions and identify an
unrealistic one. In the case of the TI-SV system, If the adversary
has access to e[n], it can be used directly for access, rendering
the generation and addition of adversarial noise v[n] to the im-
poster speaker’s voice s[n] unnecessary. This suggests that the
current setup for adversarial attacks against TI-SV systems is
unrealistic. Despite their limitations, studying these attacks can
offer insights into TI-SV system functionality and its vulnera-
bility to such small perturbations, ultimately aiding the devel-
opment of more robust systems [19].

In contrast to the attacks against TI-SV systems, we observe
that adversarial attacks against TD-SV systems are relatively
more realistic. TD-SV systems require the correct password
spoken by the genuine speaker. Attackers typically cannot ac-
cess the genuine speaker’s spoken password. However, natural
conversations with that speaker are often available. If an at-
tacker can use these conversations to generate adversarial noise
and add it to the genuine speaker’s normal speech to bypass the
password verification by the TD-SV system, this constitutes a
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realistic attack. The main objective of this paper is to study the
feasibility of such a realistic attack against TD-SV systems.

The remainder of the paper is organized as follows: Section
2 outlines the proposed method for attacking TD-SV systems.
Section 3 details the dataset and experimental setup. Section
4 examines the feasibility of attacks againsts TD-SV systems.
Finally, Section 5 outlines the planned future work.

2. Adversarial Attacks Against SV System
2.1. TD-SV sytem

TD-SV systems compare two variable-length speech signals to
determine if they belong to the same speaker and contain the
same password information [20]. Given the challenges asso-
ciated with directly comparing variable-length speech signals,
the predominant approach involves deriving fixed-dimensional
embeddings that are specific to the speaker and the password
present in the signal [21,22]. The extracted fixed-dimensional
embeddings are then compared using a simple similarity mea-
sure, such as cosine similarity, to obtain a similarity score be-
tween the two signals. Finally, the similarity score is compared
against a threshold for the binary decision, i.e., accept/reject.
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Figure 1: Block diagram of text-dependent speaker classifier.

2.1.1. Extraction of fixed dimensional embeddings

Deep neural networks are now widely used for extracting fixed-
dimensional embeddings [21,22]. These methods train a classi-
fication network on a large dataset of background speakers and
passwords to simultaneously identify both. Once the classifica-
tion network is trained, the penultimate layer’s activations are
extracted to obtain a fixed-dimensional embedding representa-
tive of speech signal, as shown in Figure 1.

The performance of deep embedding-based TD-SV sys-
tems depends on the size of the training data. However, TD-SV
training datasets are often limited because data containing real
passwords are not shared due to privacy concerns [23,24]. To
tackle the data scarcity issue, pretrained self-supervised mod-
els are employed as front-end feature extractors and are jointly
fine-tuned with the classification network. [25-29]. Figure 1
shows the text-dependent classifier used in this work. In this
setup, the pretrained WavLM [30] model acts as the front-
end feature extractor. Variable-length representations extracted
by this front-end feature extractor are pooled using a Multi-
Head Factorized Attentive (MHFA) pooling layer to produce
a fixed-dimensional embedding. This fixed-dimensional em-
bedding is then processed through a couple of dense layers in
the segment-level encoder to produce speaker-password pos-
teriors. The weights of the network are optimized to min-
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imize the additive angular margin softmax loss [31]. More
details about the network architecture can be found in [32].
While the work in [32] uses it as a text-independent classi-
fier that only classifies speaker labels, this work employs it
as a text-dependent speaker classifier that distinguishes both
speaker and password labels. In other words, for a TI classi-
fier, the number of classes equals the number of speakers, while
for a TD classifier, the number of classes is the product of the
number of speakers and the number of passwords. The pre-
trained WavLM model used in this work is publicly available
at https://github.com/microsoft/unilm/tree/
master/wavlm under the name “WavLM Base+.”
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Figure 2: Adversarial attacks against TI-SV system

2.2. Adversarial attacks against TD-SV system
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Figure 3: Proposed setup of adversarial attack against TD-SV
system. Key novelty is that the attacker does not require the
genuine speaker’s speech containing the correct password.

The TD-SV system compares e[n] and t[n] to assess
whether they come from the same speaker and contain the same
password. A typical TD-SV system commonly operates on four
different types of test speech signals, as shown in Table 1. An
ideal TD-SV system accept only TC and reject the other three
types (TW, IC, IW) of test speech signals. As shown in Fig-
ure 3, an adversarial attack against the TD-SV system involves
adding adversarial noise v[n] to the attacker sentence such that
the system incorrectly accept the modified attacker sentence. In
this work, we propose a new method for generating adversar-
ial noise (v[n]) for TD-SV systems. The key distinction is that,
unlike the attack against TI-SV systems, our approach does not
require genuine speaker’s enrollment speech (password spoken
by genuine speaker in TD-SV system) to create the adversarial
noise. Figure 3 shows the pictorial illustration of the proposed
setup of adversarial attack against the TD-SV system.

2.2.1. Generation of adversarial noise (v[n])

Consider M utterances sourced from the natural conversations
of the genuine speaker. We refer to these M utterances as Target
Wrong (TW) utterances because they do not include the correct
password of a genuine speaker. Let us denote these M utter-
ances with {s%,,[n]}, , where si,,[n] represents the i-th target



Table 1: Types of test speech signals t[n] defined by how they
are compared to enrollment speech signal e[n] in TD-SV system.

Type of t[n] Speaker match | Password match

Target Correct (TC)
Target Wrong (TW)
Imposter Correct (IC)
Imposter Wrong (IW)

X XN N

XN XS

wrong utterance and M is the total number of such utterances.
Let’s consider a attacker utterance s[n] that is spoken by the at-
tacker. The goal is to add adversarial noise v[n] to the attacker
utterance s[n], so that s[n] + v[n] gets accepted by the TD-SV
system. We propose to minimize the following objective func-
tion to generate the adversarial noise (v[n]).

L(v[n]) =Y maz(r — fo(siwln], s[n] + vln]), k) (1)

=1

where fy(si,[n], s[n] + ©[n]) is the similarity measure be-
tween '™ target wrong utterance (s, [n]) and adversarial noise
added attacker utterance (s[n] 4+ 9[n]). fo(.,.) is TD-SV sys-
tem parameterized by the model parameters 6. T is the threshold
used by the TD-SV system to compare the similarity measure
and make the final binary decision. “k” is the attack confidence.
M is the total number of target wrong utterances. Note that
L(v[n]) is minimum only when

fg(siw[n], sin]+vn]) >7+k Vi ?2)

By minimizing the objective function £(v[n]), we obtain
adversarial noise v[n]. Adding this adversarial noise to the at-
tacker utterance aims to make it closer to all M target wrong
utterances. We hypothesize that if M is large enough to en-
compass a wide range of passwords, this manipulated attacker
utterance will also match the target correct utterance. We fol-
low the standard gradient descent algorithm to find out the v[n]
that minimizes the objective function £(v[n]). In specific, the
adversarial noise v[n] is initially set with small Gaussian noise
and is iteratively updated using the Equations 3 and 4.

3
“

'U[n]new = 'U[n}old — Q- 'SZgn(Av[n]['(v[n]))
v[n]new = Clipe(v[n]new)

Here, o represents the learning rate. A, £(v[n]) is the par-
tial derivative of loss function with respect to the v[n]. sign(.)
function outputs 1 for positive inputs and -1 for negative in-
puts. To ensure that the generated adversarial noise remains
within a small norm, constraints are imposed on it. Specifically,
the Clip,[n,(.) operation is used to constrain the adversarial
noise to be within the range [—¢, €]. This is equivalent to en-
forcing /o, norm constraint on the generated adversarial noise,
i.e., |v[n]|eo < €. After N iterations of the update process de-
scribed in Equations 3 and 4, the algorithm generates v™ [n],
which we define as the adversarial noise v[n] in this work.

3. Datasets & Experimental details

The TD-SV system in this work is trained using the Track 1
training data from the TDSV 2024 challenge [33]. This Track
1 training data consists of multiple repetitions of 10 passwords,
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Algorithm 1 Evaluating the average attack success rate

for spk = 1 to number of speakers (62) do

1:

2 for pwd = 1 to number of passwords (10) do

3 Get N target correct utterances: sic[n]N

4: Get M target wrong utterance: si,, [n] M

5: Get 1 attacker sentence: s[n]

6: Generate adversarial noise: v[n]

7 Generate adversarial signal: a[n] = s[n] + v[n]
8 Attack the system using adversarial signal (a[n])
9: success = 0
10: for i =1to N do
11: score = fa(sic[n], a[n])
12: val = 1 (score > 7) 7 is threshold
13: success = success + val
14: Attack _success_rate = S#CE22

Attack_success.rate

15: Average attack success rate = 630

5 English and 5 Persian, spoken by 1620 speakers. Therefore,
the TD-SV classifier is trained using this speech data, with the
number of classes set at 16,200 (1620 speakers x 10 passwords).
Training strategies, including loss function, optimizer, learning
rate, and learning rate scheduler, follow the approach in [34].
After training the TD-SV classifier, the activation potentials of
the first dense layer in the segment-level encoder are recorded to
obtain the TD speaker embeddings, as shown in Figure 1. Dur-
ing the verification phase, TD-speaker embeddings extracted
from e[n] and t[n] are compared using the cosine similarity
score to obtain the overall similarity between e[n] and ¢[n].

The performance and adversarial vulnerability of the TD-
SV system are evaluated using the RedDots database, which
comprises four evaluation sets: Common Pass-phrases Text-
Dependent, Unique Pass-phrases Text-Dependent, Free-choice
Pass-phrases Text-Dependent, and Text-Prompted. This work
focuses on the Common Pass-phrases Text-Dependent evalua-
tion set, which includes 10 identical passwords spoken by 62
different speakers, consisting of 49 males and 13 females.

3.1. Experimental setup of adversarial attacks against TD-
SV system

The RedDots evaluation data includes multiple repetitions of 10
passwords spoken by 62 speakers. This dataset is utilized to ex-
amine the adversarial vulnerability of the TD-SV system. To
simulate a practical scenario for conducting adversarial attacks
against TD-SV systems, we employed the following strategy.
For each speaker and password, target wrong utterances and one
imposter wrong utterance are assigned. Target wrong utterances
are obtained from the target speaker using the remaining nine
passwords. The imposter wrong utterance is generated by ran-
domly selecting an imposter speaker and having them use one
of the nine remaining passwords. Adversarial noise v[n] is cre-
ated using the target wrong utterances and added to the imposter
wrong utterances. The resulting signal, which is the imposter
wrong utterance with added adversarial noise, is compared to
the target correct utterances (multiple repetitions of the target
speaker saying the correct password). The effectiveness of the
attack is measured by the percentage of these comparisons that
are accepted by the TD-SV system. We apply this procedure
to all speakers and passwords and compute the average attack
success rate, as described in Algorithm 1.



4. Results & Analysis
4.1. Performance of TD-SV system

Table 2: Equal Error Rate (EER) of TD-SV system

System :ll:}\/ge of tIeCst speechli;;gnal Average
i-vector/GMM [35] | 0.43 | 2.07 3.76 2.08
i-vectort/HMM [35] | 1.11 | 1.88 0.46 1.15

wavLM 222 | 0.46 0.18 0.95

Table 2 reports the performance of TD-SV system evaluated
on RedDots evaluation data (task m-part-01), as per protocols in
[23]. Table 2 shows that wavLM-based TD-SV system acheives
lower average EER, computed by averaging the EERs of three
different test set (TW, IC, IW) evaluations. Given the perfor-
mance of wavLM based TD-SV system and their widespread
use in downstream tasks (e.g., speaker verification, language
identification, emotion recognition) [30, 34, 36], this study in-
vestigates the adversarial vulnerability of TD-SV systems using
the wavLM-based system described in Section 2.1.

4.2. Adversarial vulnerability of TD-SV system

Adversarial noise v[n] is added to the attacker sentence and
compared against /N repetitions of target correct (password spo-
ken by genuine speaker) utterances. Attack success rate is the
percentage of these comparisons accepted by the TD-SV sys-
tem. Algorithm 1 details the calculation of the average attack
success rate using data from 62 speakers and 10 passwords,
sourced from part 1 of the RedDots database.

Table 3: Average attack success rate and the average signal-to-
noise ratio (SNR) at which the adversarial noise is added.

Attacker sentence | Attack success rate (%) | SNR (dB)
Target wrong 64.28 30.30
Imposter correct 60.52 35.01
Imposter wrong 42.12 32.37

Table 3 presents the average attack success rate computed
with our algorithm with different attacker sentences. The at-
tacker sentence differ from the genuine speaker’s spoken pass-
word by speaker information, password information, or both.
Therefore, the adversarial noise added to the attacker sentence
must incorporate the missing speaker or password characteris-
tics. Specifically, for target wrong sentences, the noise incorpo-
rates the missing password characteristics; for imposter correct
sentences, the missing speaker characteristics; and for imposter
wrong sentences, both speaker and password characteristics.

The results in Table 3 demonstrate that the proposed ad-
versarial attack algorithm is effective at attacking the TD-SV
system. In specific, an attack success rate of 64.28 % is re-
ported with target wrong sentence as attacker sentence, even at
the addition of adversarial noise at 30.30 dB SNR. It indicates
that the addition of adversarial noise to the target-wrong utter-
ance is able to incorporate the password characteristics learned
by the TD-SV system. This experimental setup and its re-
sulting attack success rate demonstrate the feasibility of real-
world attacks against the TD-SV system. Examples of adver-
sarial signals generated using the proposed method are available
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at the GitHub link: https://speechpublications.
github.io/interspeech2025.html

We also investigated a scenario where the attacker knows
the genuine speaker’s password but not their spoken password.
The attacker can then generate an imposter correct utterance by
speaking the correct password. Our proposed attack algorithm
adds adversarial noise to this utterance to incorporate the miss-
ing speaker characteristics. This approach achieved a 60.52 %
attack success rate. Finally, we considered the case where the
attacker lacks both speaker characteristics and password infor-
mation. Here, the attacker uses an incorrect password to gener-
ate imposter wrong utterance. Our algorithm can still generate
adversarial noise in this scenario. However, the resulting av-
erage attack success rate 42.12 % is lower than the other two
cases.

4.3. Adversarial vulnerability of password

To assess the adversarial vulnerability of passwords!, the attack
success rate for each password, averaged across all speakers, is
computed and displayed in Figure 4. The plot indicates that not
all passwords exhibit the same level of vulnerability. Specifi-
cally, password 2 (“Okay Google”) is found to be more robust
to adversarial attacks, whereas password 5 (“Birthday parties
have cupcakes and ice cream”) is observed to be highly vul-
nerable to such attacks. We aim to investigate the source of
this variation in vulnerability across different passwords in fu-
ture work. Specifically, future work will explore whether the
phoneme composition of passwords contributes to their vulner-
ability against adversarial attacks. If so, the research may iden-
tify certain phoneme combinations that create passwords inher-
ently resistant to such type of adversarial attacks.

Attack success rate of 10 different passwords

Attack success rate
» o @
S 3 3

N
=3

=)

2 4 6 8
Password

Figure 4: Attack success rate of 10 different passwords

5. Summary & Future work

This paper highlighted the unrealistic assumption in adversar-
ial attacks against TI-SV system. It proposed a experimental
setup for conducting realistic adversarial attacks on the TD-SV
system. From the proposed attack algorithm, it demonstrated
that the TD-SV system remains vulnerable to realistic adver-
sarial attacks even when the adversarial noise is added at SNR
of 30.30 dB. We also examine the vulnerability of 10 different
passwords in the evaluation set. The current work focuses on
gradient-based white-box attacks, which require detailed infor-
mation about the TD-SV system to generate adversarial noise.
Future research could explore generating adversarial noise us-
ing transferable black-box attacks or natural evolution strategies
for black-box gradient estimation.

IThe lexical description of all 10 passwords can be found in the
RedDots dataset manual [23]
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