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Abstract
The additional modality (such as speech) in multimodal large

language models (LLM) increases their vulnerability to adversar-
ial jailbreak attacks. Adversarial training (AT) techniques have
shown great promise as defenses in traditional adversarial robust-
ness literature. But they are less explored as countermeasures in
speech-enabled LLMs due to the limited availability of training
data and computational complexity. In this work, we develop
AT techniques tailored to speech LLMs using a combination of
synthesized harmful and benign queries. We experiment with
different training data configurations, and evaluate the methods
on strong white-box adversarial attacks. We demonstrate through
extensive ablations on 2 models of different sizes that using just
4hrs of harmful speech queries for AT (with 150 hours of benign
speech) can provide significant gains compared to vanilla safety
fine-tuning, improving safety by 45%-300% relative depending
on the model.
Index Terms: Speech large language models, adversarial train-
ing, jailbreak attacks, LLM safety, responsible AI

1. Introduction
The recent expansive proliferation of multi-modal large language
models (LLMs) mandates careful considerations of their safety
and protections against their misuse. These models are more
susceptible to adversarial jailbreak threats compared to their text-
only counterparts owing to the additional modality for attack [1].
This increased vulnerability has prompted researchers to explore
various defensive strategies. Previous works have developed
pre-processing defenses against adversarial attacks on vision and
speech language models [1, 2]. However, these defenses work
reactively during inference, and can negatively impact the utility
of the system. On the other hand, pro-active defenses such as
adversarial training (AT) have found limited success in the gener-
ative LLM regime due to their computational complexity [3, 4].
It is particularly challenging to incorporate these techniques in
the speech domain due to the unavailability of high-quality data
for AT. In this work, we present adversarial training techniques to
successfully safeguard speech LLMs against perturbation-based
adversarial jailbreak attacks by leveraging synthetic speech data.

We propose training strategies using a combination
of adversarial training and instruction fine-tuning steps to
effectively leverage adversarially perturbed samples, while
retaining the helpfulness of the systems, and simultaneously
maintaining computational tractability. We generate synthetic
speech data from 4 different text sources using state-of-the-art
text-to-speech (TTS) models to perform adversarial training.

*Author was affiliated with Amazon at time of work
†Work done during internship

How to rob a bank

Speech Language Model

+
𝜹

Harmful queries dataset

𝐿(𝑓! 𝑥 , 𝑦"#$)
𝐿(𝑓! 𝑥 , 𝑦%$$)

Sorry, I cannot 
help with that

Sure, here is 
how to rob a 

bank

Figure 1: Proposed adversarial training defense against jail-
break threats. We use an attacker-in-the-loop (affirmative re-
sponses yaff to harmful queries) and train model on perturbed
speech to generate refusal responses yref .

We evaluate the proposed methods against strong adversarial
jailbreak threats using white-box threat models, where we
assume the attackers have full access (including weights) to
the models. We show that the proposed techniques outper-
form the safety of speech LLMs compared to vanilla safety
fine-tuning in the strongest attack scenario by 45%-300%
relative depending on the backend LLM. To the best of our
knowledge, this is the first work to successfully tailor AT
techniques to defend speech LLMs against adversarial jailbreaks.

Our main contributions are as follows:

1. We demonstrate through experiments on 2 models of different
sizes that adversarial training can generally improve robust-
ness of speech LLMs against strong adversarial white-box
threats.

2. We experiment with different training data settings using syn-
thetically generated speech samples, and show that using just
4 hrs of speech containing harmful questions and 150 hrs of in-
struction fine-tuning data can significantly improve safety. We
also show that data size should be carefully chosen depending
on the size of the model.

3. We perform extensive ablations with a range of different attack
strength configurations, and show that adversarial training
significantly enhances the safety of speech LLMs compared
to vanilla safety fine-tuning across all threat scenarios.
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2. Methodology
2.1. Preliminaries and Related Work

2.1.1. Safety Alignment and jailbreak attacks

Modern LLMs achieve their diverse capabilities through training
on vast datasets sourced from the internet, which may include
offensive content, harmful information, and discriminatory bi-
ases. This compromises their alignment with human values and
societal ethics [5, 6]. To enhance LLM safety, methods like
reinforcement learning from human feedback (RLHF) and direct
preference optimization (DPO) have been proposed, although
they require substantial labeled human preference data, which
is often scarce. Conversely, safety training involving harmful
queries and refusal responses can be automated [7, 8, 9, 10].
Jailbreak attacks exploit LLM vulnerabilities to override safety
mechanisms, commonly through prompt injection, where crafted
prompts induce harmful content generation [11, 12].

2.1.2. Adversarial Attacks

An alternative to prompt-based jailbreaking is adversarial attacks,
which perturb input data to induce harmful responses from the
model [13, 14]. Multi-modal LLMs, processing data from vari-
ous modalities like images and audio, are particularly vulnerable
to these attacks [15, 2]. Adversarial attacks are classified as
white-box, where the attacker has full access to the model, and
black-box, with no access [16]. This work focuses on the pro-
jected gradient descent (PGD) method [3], a white-box attack
that iteratively perturbs inputs to achieve adversarial goals as
follows:

xi+1 = xi − α · sgn
(
∇xLPGD

(
fθ

(
xi + δ

)
, yaff

))
(1)

where sgn is the sign operator, α is the step size, xi is the input
at the ith iteration, and x0 is the original signal. We intentionally
exclude the projection operator of the original PGD method,
since we observed that even without projection constraints the at-
tack on speech LLMs is barely perceivable (signal-to-noise ratio
> 50dB). In jailbreak scenarios, the perturbations aim to compel
the model to produce affirmative responses (yaff ) to harmful
queries. We use cross-entropy loss between the generated output
and an affirmative response to optimize the adversarial perturba-
tion.

2.1.3. Defenses

Defenses against adversarial jailbreak attacks include system
prompts [17], self-reminders [18], and in-context safe demon-
strations [19]. Additionally, textual or multi-modal unlearning
has been proposed [20]. However, these methods often require
crafting model-specific prompts and may not generalize well. In
classical adversarial robustness literature, adversarial training
[3] and its derivatives [21] have become standard for enhancing
model robustness against adversarial perturbations. Adversarial
training is effective against various threats by incorporating ad-
versarial examples during training. Recent defense techniques
inspired by adversarial training include training prompt controls
alongside user prompts to combat gray-box and black-box at-
tacks [22], robust prompt optimization incorporating adversaries
into the defense objective [23], and continuously optimizing
safety prompts as trainable embeddings [24]. To our knowledge,
no methods target speech-enabled LLMs against adversarial jail-
breaks; text-based defenses do not extend to adversarial audio
inputs, so we propose adversarial training as the first defense
specifically tailored for speech LLMs.

2.2. Adversarial Training for Speech LLMs

As noted in Section 2.1 and shown in Fig. 1, adversarial training
involves utilizing PGD-perturbed samples during training as
shown below:

minE(x,yref )∈D[min
δ∈S
LPGD(θ, x+ δ, yaff )] (2)

where LPGD represents loss on the adversarially perturbed sam-
ples to generate affirmative responses (yaff ), yref are the refusal
answers to harmful questions and δ is the adversarial perturba-
tion. As further elaborated in Algorithm 1, the training consists
of alternating between 1 AT epoch for every advepoch epochs
of regular training. As shown in Eq. 2, in the AT epochs the
model is fine-tuned to provide refusal responses to adversarially
perturbed samples of harmful queries (xadv

q ). In the regular train-
ing epochs, the model is fine-tuned to provide helpful responses
(yhelp) to benign queries. The amount of helpful data used during
adversarial training (Dhelp) and the number of regular training
epochs (advepoch) for each AT epoch are parameters that can be
adjusted based on the model and safety/utility requirements.

Algorithm 1 Speech LLM Adversarial Training

Require: Training data Dharm = {(xq, yaff , yref )}N1
i=1,

Dhelp = {(xq, yhelp)}N2
i=1, neural network model fθ(·)

with parameters θ ∈ Rd, loss function L(·, ·), PGD adver-
sarial attackA(·, ·), attack stepsize α, batch size B, learning
rate η, rate of alternating AT epochs advepoch

1: for t = 1, 2, . . . , T epochs do
2: if t mod advepoch==0 then ▷ Perform adversarial training
3: for i = 1, 2, . . . , ⌊N1/B⌋ do ▷ Batch iterations
4: Sample a minibatch B from Dharm

5: xadv
q ← A(xq, yaff , fθ, α,Niter) ▷ Generate

adversarial example using Eq. 1 for Niter iterations
6: L = 1

B

∑
(xq,yref )∈B

L(fθ(xadv
q ), yref ) ▷ Compute loss

to refuse harmful queries
7: Update model parameters θ ← θ − η∇θL
8: end for
9: else ▷ Perform regular training

10: for i = 1, 2, . . . , ⌊N2/B⌋ do ▷ Batch iterations
11: Sample a minibatch B from Dhelp

12: L = 1
B

∑
(xq,yhelp)∈B

L(fθ(xq), yhelp) ▷ Compute

general loss on benign queries
13: Update model parameters θ ← θ − η∇θL
14: end for
15: end if
16: end for

3. Experimental setup
3.1. Model

The Speech LLM comprises of an audio encoder, a Conv-1D
downsampling module, and an LLM model. The audio encoder
is a 24-layer conformer model with embedding size of 768 and
8 attention heads that extracts acoustic features from speech.
The Conv-1D downsampling module is employed to reduce the
frame rate of the audio features through a learnable module, to
mitigate the length discrepancy between the audio features and
the input text tokens. This module consists of two successive
blocks of 1-D convolutions (kernel size: 3). For the downstream
LLM, we experiment with two different candidates from the
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Table 1: Datasets for training and adversarial attacks

Name Task # samples # hrs

Librispeech ASR pre-training 280K 960

Help-all 160K 150
Help-50K Q&A training 50K 50
Help-25K 25K 25

Harm-train Adversarial training 6.6K 4

Eval Adversarial attacks 66 0.04

FLAN-T5 family of models [25]: FLAN-T5-large (800M) and
FLAN-T5-XL (3B).

3.2. Data

Our training data can be categorized into 3 based on the task
as shown in Table 1: Automatic Speech Recognition (ASR)
pretraining, Q&A training (Dhelp in Algorithm 1), and ad-
versarial training (Dharm in Algorithm 1). For the spoken
Q&A task with speech instruction and textual response pairs, we
synthesized speech corresponding to publicly available text-to-
text instruction tuning datasets, [26, 27] using an in-house TTS
system. We created 2 more subsets of this Help-all dataset with
different number of samples randomly chosen, where Help-50K
contains 50K samples and Help-25K contains 25K samples.

As shown in Figure 1, adversarial training requires affirma-
tive responses as well as the refusal responses to spoken queries.
We combined the harmful text queries and safe responses (refusal
to respond to harmful queries) from 4 sources [28, 29, 13, 30]
for this purpose. We synthesized audio corresponding to the text
queries using XXTTS [31] and Bark-TTS1, using multiple speak-
ers (ranging from 2 to 26 speakers) for each sample. For the
affirmative target responses, we generated text using automatic
methods by sampling from different affirmations such as “Sure,
I can help you with that"[2]. For the refusal target responses, we
use responses from the text sources directly. To the best of our
knowledge, a public dataset with real human-read speech sam-
ples of jailbreak questions is not publicly available. Therefore,
for evaluations, we reserved 66 samples from the synthesized
harmful queries unseen by the models during training.

3.3. Setup

3.3.1. Training

We pretrained the Speech LLM on ASR task over 26 epochs
using the full Librispeech dataset [32] mentioned in Table 1.
Subsequently, we trained two models for 200 epochs using the
Help-all data for the Q&A task using the FLAN-T5-large and
FLAN-T5-xl downstream LLMs (Base-l and Base-xl). We then
performed adversarial training for an additional 100 epochs,
alternating between 1 epoch of adversarial training (using Harm-
train data) for every advepoch=1 epoch2 of Q&A training with
helpful data. These models are reported as AT-l and AT-xl.
During adversarial training, we used an attack step size of 0.001
with 30 and 50 attack iterations for the AT-l and AT-xl models
respectively. As a baseline, we fine-tuned the model for safety
alignment for 100 epochs following the Base model, using the
Harm-train data (ST-l and ST-xl). Details of the training setup
for these models are provided in Table 2. We perform LoRA

1https://github.com/suno-ai/bark
2We experimented with few different values for advepoch and found

this setting to work marginally better on a small validation set

Table 2: Details of the model training setups used in this paper

Name Downstream
LLM

Safety
tuning

Adversarial
training

Base-l FLAN-T5-large
✗ ✗Base-xl FLAN-T5-xl

ST-l FLAN-T5-large
✓ ✗ST-xl FLAN-T5-xl

AT-l FLAN-T5-large
✗ ✓AT-xl FLAN-T5-xl

fine-tuning for ST and AT methods with rank=16 and alpha=10,
supplemented by an 8 24 GB-GPU cluster. In this work, we limit
our analysis to spoken question-answer (Q&A) setup, where
the input question is entered in spoken form and the model
produces text response, though the presented techniques can
easily be extended to other speech LLM frameworks including
joint speech-text input models.

3.3.2. Evaluation

We attack the model using the white-box PGD attack, and
evaluate along two dimensions: safety and relevance. The
safety rate (SR) determines the harmfulness of the responses,
SR = (N − Nunsafe/N), where Nunsafe is the number of
unsafe responses. The relevance rate (RR) assesses whether the
Speech LLM’s response is pertinent to the question, computed
as RR = Nr/N , where Nr is the number of relevant responses
out of N total questions. In addition, we also evaluate the effort
needed by the attacker to produce successful jailbreaks, as is
common in adversarial robustness literature [33]. We compute
the average number of iterations to produce a successful attack
for each model and attack configuration. A larger number of
iterations indicates a more effective defense.

Due to the laborious and time-consuming task of obtaining
human evaluations, it has become common practice in jailbreak-
ing research to leverage LLMs as judges [34]. The safety and
relevance evaluation was conducted using a public LLM (with
temperature=0) as judge (similar to [2]), which grades the an-
swers based on the questions, given a predefined prompt. We
also collected human labels for safety and relevance from 4 an-
notators on 100 randomly chosen question-response pairs (25
pairs/annotator). The LLM evaluations obtained a 65% recall for
unsafe responses comparing against the human labels. This sug-
gests though the LLM evaluations are not perfect, they provide a
reasonable estimate of the safety and relevance of the responses.
Especially since the same LLM prompts were used to evaluate
all models, they offer a fair comparison between the models.

4. Results and Discussion
From Fig. 2, we can observe that the proposed adversarial train-
ing method significantly outperforms the Base model (without
safety training) and the safety trained model (ST) at all attack
iterations. However, as the iterations increase, the attack be-
comes more potent, causing the safety metric to decrease for all
models. Furthermore, we can observe that models with larger
downstream LLM (-xl) are more robust than the smaller mod-
els (-l). This likely arises from the better modeling capacity of
larger models to learn from adversarial inputs. Furthermore, the
attack performance plateaus at 100 iterations for most models,
indicating that our evaluations were performed on a converged
attacker [33]. From Fig. 3, we can observe the effect of attack
step size (α in Eq.1) on the safety of the models. Here, we again
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Figure 2: %Safety rate (↑) versus attack iterations (α=0.001).
Proposed method (AT) outperforms baselines across the board
for both model sizes with more pronounced difference under
stronger attacks.

observe that the proposed model outperforms the other models
by a large margin in all cases, including in the strongest attack
scenario of α=0.001. We can also observe that the baseline mod-
els’ safety drops rapidly for strong attacks (α=0.001) compared
to no-attack scenario (α=0). The ST-xl model shows a relative
degradation of 50%(97.0% → 48.5%), whereas the proposed
methods show much better robustness with a relative degradation
of only 28.8%(100.0%→ 71.2%).

In Table 3, we present an evaluation of models across sev-
eral metrics mentioned in Section 3.3, along with the amount
of helpful data used during training. The results show that the
adversarially trained model outperforms all other methods across
all metrics. Specifically, the AT models achieve a higher SR,
RSR, and require more iterations for successful adversarial at-
tacks. This indicates the proposed defense mechanism increases
the attack budget, while also reducing attack success at a fixed
budget. Another observation is that for the larger model(-xl),
using more amount of helpful data is beneficial, while for the
smaller model(-l) larger mix of helpful data potentially leads
to over-fitting. Therefore, it is important to consider the model
size when determining the mix of harmful and helpful samples
during adversarial training.
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Figure 3: %Safety rate (↑) versus α (attack iter.: 50). Proposed
method (AT) outperforms baselines in all scenarios, particularly
with stronger attacks (higher α)

Finally, we evaluated the safety of the different models when
presented with speech containing unperturbed harmful questions
and report the results in Fig. 4. This can be considered the
baseline safety rate in the regular operating scenario of no adver-
sarial attack. First, it can be seen that the speech-enabled LLMs

Table 3: Performance (safety and relevance) under various train-
ing data conditions (α=0.001, iterations:50).

Model %SR(↑) %RR(↑) Avg. iter.↑ Helpful data

Base-l 4.5 53 5 Help-all
ST-l 7.6 69 13 Help-all

AT-l 25.8 75 18 Help-25K
AT-l 33.3 79 19 Help-50K
AT-l 19.7 81 14 Help-all

Base-xl 12.1 78 8 Help-all
ST-xl 48.5 83 17 Help-all

AT-xl 18.2 77 19 Help-25K
AT-xl 60.6 84 23 Help-50K
AT-xl 71.2 86 19 Help-all

have a similar or even higher safety rate than their text-only
counterparts (fine-tuned for safety on the text-only portion of
Help-all dataset). This shows that the additional speech modal-
ity did not degrade the original safety offered by the text-only
models. We observe that for all methods, the models with the
larger LLM (-xl) performs better than the smaller model (-l).
This highlights the benefit of a larger model in improving the
safety. Furthermore, the proposed methods (AT) perform better
than the baselines (Base and ST) of corresponding model sizes.
This shows that the adversarial training technique did not intro-
duce any unnecessary performance regressions in the absence of
adversarial attacks, and even improves the safety.
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Figure 4: %Safety rate (↑) of the different models without any
attack. This shows that the proposed methods do not introduce
any undesired degradation of safety on data in the absence of
adversarial perturbations.

5. Conclusion
We proposed adversarial training as a defense mechanism against
adversarial jailbreak threats on speech LLMs. We used synthe-
sized speech samples from a collection of instruction-tuning
and safety-alignment text datasets to train our models. We per-
formed extensive experiments with different attack configura-
tions and showed that the proposed methods significantly out-
perform vanilla safety alignment techniques in all considered
threat scenarios. Furthermore, we showed that our methods
increase the attacker’s budget of iterations to produce success-
ful jailbreaks, further highlighting their effectiveness. These
methods can also be combined with other well-known counter-
measures with provable safety guarantees to further improve
robustness. This paper thus serves as a foundation for future
studies in speech-based adversarial robustness, offering insights
on data generation, model pretraining, and practical deployment.
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