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Abstract

Deep neural network (DNN), though widely applied in Speaker
Recognition Systems (SRS), is vulnerable to adversarial attacks
which are hard to detect by humans. The black-box model
vulnerability against adversarial attacks is crucial for the ro-
bustness of SRS, especially for latest models such as x-vector
and ECAPA. The state-of-the-art transferable adversarial attack
methods start with generating the adversarial audio from white-
box SRS, then utilize this audio to attack the black-box SRS.
However, these methods often have a lower success rate in SRS
than in the image processing domain. To improve the attack per-
formance on SRS, we propose an efficient Nesterov accelerate
and RMSProp optimization based Iterative-Fast Gradient Sign
Method (NRI-FGSM), which integrates the Nesterov Acceler-
ated Gradient method and the Root Mean Squared Propagation
optimization method with adaptive step size. Through extensive
experiments on both close-set speaker recognition (CSR) and
open-set speaker recognition (OSR) tasks, our method achieves
higher attack success rates of 97.8% for CSR and 61.9% for
OSR tasks than others, and meanwhile maintains a lower per-
turbation rate with signal-to-noise ratio (SNR) and perceptual
evaluation of speech quality (PESQ) metrics. It is worth men-
tioning that our work is the first to attack the ECAPA SRS model
successfully.

Index Terms: speaker recognition, transferable attack, nesterov
accelerated gradient, root mean squared propagation

1. Introduction

Deep neural networks (DNN5s) have been shown vulnerable to
adversarial attacks in many fields, such as image classifica-
tion [1], natural language processing [2] and speech recogni-
tion [3]. Recent studies [4, 5, 6, 7, 8] have shown that adver-
sarial attacks also exist in speaker recognition system (SRS).
Different from traditional attacks against SRSs, such as speech
synthesis [9] and voice conversion attacks [10], the adversar-
ial attacks generate the audio to fool the SRS which is highly
similar to the original audio.

As a pioneering work, it is firstly verified in [4] that ad-
versarial attacks exist in SRS by simply adopting the classical
Fast Gradient Sign Method (FGSM) [11] in image domain. Fol-
lowing that, more methods have been proposed to attack dif-
ferent types of SRSs, such as i-vector [5], d-vector [6] and x-
vector [7]. Generally speaking, the adversarial attacks can be
divided into white-box and black-box attacks according to the
attackers’ prior knowledge of the system. White-box attacks
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assume that all information of the system including model ar-
chitecture, parameters and data is transparent and obtainable.
On the contrary, black-box attacks assume that the attacker has
no or partial information about the system, such as only the out-
put results being obtainable. Obviously, black-box attacks are
more realistic and challenging, so we focus on efficient black-
box attacks against DNN-based SRSs in this paper.

Transferable attack is a commonly adopted method for
black-box attacks, which generates an adversarial audio from
a white-box model first and then uses this audio to attack a
black-box model. For example, the Momentum-based Itera-
tive FGSM (MI-FGSM) [12] method, which is adopted from
the image domain to attack the anti-spoofing models [13], has
been demonstrated very effective against the black-box models
such as AFNet [14]. Some other gradient-based white-box at-
tack methods have also been utilized to attack SRSs [15, 16].

However, the success rate of those transferable attacks is
in a low range for the black-box SRS compared with the much
higher rate they achieve in the image domain. The gradient-
based attack method greedily perturbs the audios in line with
the direction of the sign of the gradient at each iteration, which
may easily fall into the local maximum and fail to attain global
optimization, resulting in low performance in SRSs.

To improve the attack success rate and achieve global opti-
mization for the black-box SRS, we propose a multi-step iter-
ative attack method called NRI-FGSM, which represents Nes-
terov accelerate gradient (NAG) and Root Mean Squared Prop-
agation (RMSProp) optimization based Iterative-Fast Gradi-
ent Sign Method. First, we adopt the NAG [17] optimization
method to generate the adversarial audio that is close to the
white-box model’s decision boundary, which is similar to SI-
NI-FGSM (Scale Invariant and Nesterov Accelerate Gradient It-
erative FGSM) [18]. Compared to the traditional gradient-based
methods, NAG can take a step forward and meanwhile stabilize
the direction of the gradient, which will correct the previous ac-
cumulated gradient and thus avoid local maximum. Second, we
combine the RMSProp [19] optimization method with adaptive
step size and momentum to optimize the step size dynamically.
This proposed NRI-FGSM can assist in studying the vulnera-
bility of the black-box SRS under transferable attacks.

The main contributions of this paper are as follows: (1) We
have explored the robustness of the latest SRS models, such as
the x-vector and the ECAPA [20]. To the best of our knowledge,
we are the first to attack the ECAPA-based SRS model. (2) The
proposed NRI-FGSM is an efficient method to attack the black-
box SRS, which generates the adversarial audio with high trans-
ferability. (3) Extensive experiments have been done to evalu-
ate the effectiveness of the proposed NRI-FGSM method com-
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pared to some other state-of-the-art transferable attack methods.
The results show that NRI-FGSM achieves the attack success
rates of 97.8% for close-set speaker recognition (CSR) tasks
and 61.9% for open-set speaker recognition (OSR) tasks.

2. Methodology
2.1. Gradient-based Transferable attacks

Black-box transferable attacks can employ some particular
white-box alternative models to craft adversarial examples us-
ing gradient-based attacks, which utilize the gradients to gen-
erate perturbations that can maximize the loss function of mis-
recognition. Existing works generate the adversarial example
iteratively by Eq. (2), or plugs in the momentum as Eq. (1):
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where ¢ = ¢/T', € is the budget of adversarial perturbations,
T is the maximum iteration, ¢ € T, g; is the computed gra-
dient in the i-th iteration, m is the momentum factor, z¢% is
the generated adversarial example in the ¢-th iteration. When
T =1, m = 0, it is reduced to FGSM [11], which is a single-
step attack method. If we prepend single-step attacks by a small
random perturbation, which is named R-FGSM [21]. When
T > 1, m = 0, it is reduced to the basic iterative method
(BIM) [22], which uses multi-step iteration with slight pertur-
bation. WhenT" > 1, m = 0, and o starting with a random per-
turbation in e-ball, it is reduced to the projected gradient descent
method (PGD) [23]. When T > 1, m # 0, it is reduced to the
momentum-based fast gradient sign method (MI-FGSM) [12].

2.2. NRI-FGSM

Previous methods of transferable attacks can easily fall into lo-
cal maximum during optimization, such as BIM and PGD, due
to their greedy search with a fixed step size. The momentum ac-
celerated gradient methods such as MI-FGSM can eliminate the
limitation of greedy search to some extent. However, the fixed
step size during each iteration will also affect the quality of the
generated adversarial examples. This quality loss is much more
serious when it is adopted for attacking SRS. Hence, an efficient
transferable attack is needed to improve the attack performance.

To address these problems, we propose an efficient trans-
ferable attack method called NRI-FGSM, which combines the
NAG and the RMSProp optimization methods with an adap-
tive step size. Specifically, we adapt the NAG method to es-
cape from the local maximum during optimization, as verified
in [18] with the looking forward property. To improve the effi-
ciency, we combine the RMSProp optimization method, which
can accelerate the optimization process. We also introduce an
adaptive factor p during the process.

As shown in Alg. 1, before calculating the gradient in each
iteration, we make a forward step in the direction of the pre-
viously accumulated gradient, which has the same step size as
last iteration. The perturbation step is optimized based on the
sum of squared gradient and accumulated gradients. The update
processes of NRI-FGSM can be formalized as follows:
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Algorithm 1 NRI-FGSM

Input: White-Box model M, clean audio x with true label ¥,
the budget of adversarial perturbation £, Gaussian perturba-
tion J, step size «, max iteration 7', momentum factor (31,
RMSProp factor 52, adaptive factor p, extra step .

Output: Adversarial example g4

It a¢¢€/T
2: f14+1;B2+09;u< 1,800
3: fort =0to7 — 1do
: Add a small random perturbation ¢ in the e-ball

4
5: Get z7°° by Eq. (4)
6: Get the forward gradients by VL(f(z"*,y")
7 Accumulate the gradients by Eq. (5)
8 Update the step size ax+1 by Eq. (7)
9: Update x7{y by clip- {z{" + ar+1 - sign(ge+1)}
10: Get the adversarial label 3’ from M (2¢4%)
11: if 1/ = Target then

12: Continue extra s iterations
13: return x?fﬁﬁ — x‘fﬁf’{
14: end if

15: end for

adv

16: return xp

rep1 =B 1+ (1= Ba) - 8Fy1s (5)
gt+1
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where (31 is the momentum factor, g; is used to accumulate the
gradient and go = 0. [2 is the exponential decay rate which
is similar to the RMSProp method. r is used to accumulate the
gradient for adaptive step size. p is the adaptive factor for the
step size, which plays a key role in improving the transferability
of the generated adversarial audio. « is the adaptive step size
with an initial value @ = ¢/T', and T is the maximum number
of iterations. During each iteration, o changes with the current
gradient and the cumulative gradient, such as a big step forward
on a large gradient.

The proposed method takes advantage of the forward-
looking property of NAG and the real-time optimization step of
RMSProp to generate more robust adversarial audio. In order
to improve the transferablity of attacking black-box models, our
algorithm stops « iterations after the adversarial audio is mis-
recognized to the target label. Although many attack methods
terminate upon a successful attack, it is found from extensive
experiments that the generated adversarial audio has better at-
tack performance with extra s steps.

3. Experiment setup
3.1. Datasets

The experiments are conducted on the LibriSpeech [24] dataset,
which is follow [25]. For each speaker, 10 audio are selected
for the registration phase. For the imposter dataset, there are
10 speakers with different identities from the 10 speakers in the
enrolling set, each speaker has 100 utterances.

3.2. Tasks

Speaker recognition include close-set and open-set tasks. The
CSR task can be regarded as a classification problem, which



identifies a specific speaker from the corpus of a set of enrolled
speakers. The system always identifies an input audio as a spe-
cific speaker in the training dataset. In the OSR task, the model
obtains a threshold by the probabilistic linear discriminant anal-
ysis (PLDA) [26] or the cosine similarity (cos-sim) algorithm,
and recognizes the test utterance as an enrolled speaker by com-
paring the calculated similarity score and the preset threshold.
Besides, OSR tasks can also identify unknown speakers. A
speaker who is not in the original training dataset can also be
enrolled in the OSR system to generate specific feature vectors.
In the verification process, if the maximum score from the back-
end scoring module is below the preset threshold, the speaker
will be identified as an unenrolled speaker and rejected.

3.3. Victim models

Among the existing DNN-based SRS models, we choose four
advanced models which are x-vector [7], Res34-L [27], Res34-
V [28] and ECAPA [20] based models. Specifically, all of them
can be adopted for the CSR and OSR tasks. The details of these
models are summarized in Table 1.

Table 1: Details and performance of four advanced models.
Arch and “0” represent architecture and the threshold in the
OSR task, respectively.

Arch  Model Feature Score CSR OSR
ACC(%) EER(%) 0
CNN Res34-1.  FBank cos-sim 99.9 2.8 0.72
Res34-V  FBank cos-sim 100 0.9 0.62
TDNN x-vector MFCC PLDA 100 6 18.72
ECAPA FBank cos-sim 100 1 0.51

3.4. Evaluation metrics

Generally, a high-quality adversarial example should own a
strong attack ability with undetectable noise. In our experi-
ments, we use attack success rate (ASR), signal-to-noise ratio
(SNR), and perceptual evaluation of speech quality (PESQ) to
evaluate the adversarial examples.

The ASR is the success rate at which the attacker fools
SRS to make a wrong decision. The SNR is the ratio be-
tween the power values of audio and noise, such as SNR =
10 - logm(Pm/Pg)Q, where P, is the power of the original ex-
ample and Ps is the power of the perturbation. PESQ [29] is an
objective index of speech quality, which can directly and truly
reflect the real situation of speech quality. The rating range of
the PESQ is from O to 5. In addition, we measure the Euclidean
distance between the adversarial and original audio. Normally,
higher SNR and PESQ values, smaller L2 distance indicate bet-
ter quality of the audio and can be used to evaluate whether the
audio can be heard clearly.

4. Experiment results and analysis
4.1. CSR target attack

We set up the CSR tasks in three models: ECAPA, Res34-L and
x-vector. We make one of them as the white-box model while
the others are black-box models. We then generate the adver-
sarial audio against the white-box model with a target label, and
use the audio to attack the other two black-box models. Both
attacks are conducted under ¢ = 0.001 with 10 iterations and
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k = 10. As we can see in Table 2, PGD, MI-FGSM and NRI-
FGSM show great aggressiveness for white-box attack, which
achieve the success rate at 100%. However, compared to PGD
and MI-FGSM in transfer attack, our proposed NRI-FGSM has
the highest transferability among all models.

Table 2: The ASR(%) of CSR target attack. We generate ad-
versarial audio from the alternative model (Alter-Model), and
use them to attack the victim models. “underline” means our
methods own the same performance as PGD and MI-FGSM.

Alter-Model Methods Victim Model
ECAPA Res34-L Res34-V x-vector

FGSM 967 75 848 786

PGD 100 811 89 83.4

ECAPA  y\irGSM 100 831 901 877
NRI-FGSM* 100 858 931 924

FGSM 709 834 826 794

PGD 792 100 911 874

Res34-L  y\iipgsm 827 100 93 89.4
NRL-EGSM* 93 100 978 926

FGSM 656 746 729 796

vector PGD 735 844 81 100
-vecto MLFGSM 75 86.4 82.4 100
NRL-EGSM* 846 92 909 100

When we set 4 = 1, the average SNR of the adversarial
audio by our method is 34.26 dB, and the PESQ is 3.35, which
implies the audio has good quality and is insensible to human.

4.2. OSR target attack

Different from the CSR task, the OSR target attack not only
assumes the target label has the maximum confidence score of
the adversarial audio, but also requires the score is larger than
a preset threshold. Transfer attacks in the OSR task are more
difficult than that in CSR task under the same settings. For in-
stance, as shown in Fig. 1, under the same settings in Sec 4.1,
the ASR for the CSR task is significantly higher than that for the
OSR task. To find the best «, we use the adversarial examples
generated from ECAPA model with different « to attack other
models, such as the Res34-L model. As shown in Fig. 2, we can
easily observe that the transfer attack success rate with different
algorithms reach the highest value when ~ € [20, 40].

We set up the OSR tasks in four models, i.e. ECAPA,
Res34-L, Res34-V and x-vector, and use the adversarial audio
that is generated against the white-box model to attack the other
three black-box models. Specifically, we tested Lo, norms € be-
tween 0.001 and 0.1 with 100 iterations and x = 40. Due to the
page limits, we only show the results of ¢ = 0.002 in Table 3.

When attacking the black-box models, as expected the ASR
is decreased for all adversarial attacks, while our method can
still achieve the best performance. The average of SNR and
PESQ are 27.98 dB and 2.55.

4.3. Imperceptibility

Some transferable attacks can achieve high attack rates, but
meanwhile greatly increase the adversarial perturbation. In our
experiments, we set ¢ = 0.001, p = 0.7, 7 = 10, k = 0 to
evaluate the performance of the proposed NRI-FGSM method.
As shown in Table 4, our method achieves higher attack success
rate while maintaining a lower perturbation rate of the adversar-
ial audios according to the SNR and PESQ metrics.



Table 3: The ASR(%) of OSR target attack on four models by
six gradient-based iterative attacks.

Victim Model
Alter-Model - Methods ECAPA Res34-L. Res34-V x-vector

FGSM 64.4 18.1 12.2 6.9

R-FGSM 75.4 20.7 13.3 7.4

ECAPA BIM 100 314 17 17.3
0 =0.51 PGD 100 32.1 22.6 16.9
MI-FGSM 100 44.8 32.4 19.5
NRI-FGSM* 100 54.9 46.1 244

FGSM 8 62.1 8 4.4

R-FGSM 16 73.9 8.9 52

Res34-L BIM 14 100 10.2 5.6
0 =0.72 PGD 15.2 100 11.8 6.1
MI-FGSM 24.7 100 21.5 11.8
NRI-FGSM*  28.9 100 27.5 14.2

FGSM 14 17.2 47.6 3.6

R-FGSM 18.3 20.2 58.9 35

Res34-V BIM 224 39.8 100 7.8
0 = 0.62 PGD 23.7 40.7 100 8.2
MI-FGSM 36.1 60.9 100 15.9
NRI-FGSM*  42.6 61.9 100 19.4
FGSM 16.1 21.5 7.2 50.5

R-FGSM 18.2 23.1 6.9 64

x-vector BIM 17.5 20.6 7.2 100
0 =18.72 PGD 17.7 19.4 7.1 100
MI-FGSM 25.1 30.7 124 100

NRI-FGSM*  31.5 38.5 16.3 100

Table 4: The performance of OSR target attack.
Methods Victim Model Imperceptibility

Res34-L.  x-vector SNRT PESQ7T L2 |

PGD 12.7 7.1 47.83 4.39 0.07
MI-FGSM 12.9 7.1 46.1 4.27 0.09
NRI-FGSM* 15.6 8 48.96 4.42 0.06

4.4. Performance Under Defense Settings

To further validate the effectiveness of the proposed method, we
attack the advanced model with a series of defense modules, in-
cluding Quantization (QT) [30], Audio Turbulence (AT) [25],
Median Smoothing (MS) [30], Down Sampling (DS) [30], Low
Pass Filter (LPF) [31] and Band Pass Filter (BPF) [32]. The ad-
versarial examples are crafted from the ECAPA model to attack
Res34-L with the same settings as Sec 4.1, and the details of
defense parameters are following [25].

As shown in Table 5, compared to MI-FGSM, the adver-
sarial samples generated by the proposed method can achieve
better performance on the defense model with an average suc-
cess rate improvement of 14.34%.

Table 5: The ASR(%) of OSR target attack against six advanced

defense methods. “-” denotes no defense.
Methods - QT AT MS DS LPF BPF
PGD 32 1.9 63 148 9.6 312 204
MI-FGSM 412 34 126 207 135 404 28
NRI-FGSM*  57.2 131 354 315 285 567 394
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Figure 1: Attack success rate of different attacks in CSR and
OSR with the same parameters. “A-B-C” indicates that using
the adversarial audio generated from model A based on algo-
rithm C to attack black-box model B; “E” denotes ECAPA,
“R” denotes Res34-L, “X” denotes x-vector; “NRI” and “MI”
are short for NRI-FGSM and MI-FGSM.
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Figure 2: Transfer Attack Success Rate (%) under different set-
tings of k. The adversarial examples are crafted from ECAPA.

5. Conclusions

In this paper, we propose an efficient transferable adversarial
attack method denoted NRI-FGSM, which generates the adver-
sarial audio based on the NAG and RMSProp methods. By set-
ting the adaptive step size, we are able to achieve a higher suc-
cess rate to attack the black-box SRS compared to other trans-
ferable attack methods. In addition, the generated adversarial
audio, with a high SNR of 48 dB, is quite similar to the origi-
nal audio, which is a significant improvement compared to the
existing attack methods. In the future, we will further improve
the transferability of the adversarial audio by combining some
other optimization algorithms like ensemble learning.
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