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ABSTRACT

The aim of this paper is to introduce multi­modal iden­

tity veri�cation techniques to the InteractiveDialogue Sys­

tems society, and to identify possible applications. The

multi­modal identity veri�cation system presented here is

based on two biometric modalities (speech and vision)

and it uses 3 experts (using voice, frontal face and pro�le

images), based on these two modalities, in parallel. Each

expert delivers as output a scalar number, called score,

stating how well the claimed identity is veri�ed. A fusion

module receiving as input the 3 scores has to take a binary

decision: accept or reject identity. We have solved this

fusion problem using a wide range of statistical pattern

recognition techniques. The performances of the different

fusion modules have been evaluated and compared on a

multi­modal database, containing both vocal and visual

modalities.

Keywords: Multi­modal identity veri�cation, biome­

trics, decision fusion.

1 INTRODUCTION

One of the consequences of the booming of the Informa­

tion Society is that accessing a computer, and from there

on computer networks with their distributed knowledge,

has become trivial, even for a layman. However, there are

still a number of sensitive interactive dialogue applications

between a human and a computer, for which one would

like to ensure that the person using the dialogue system

is really the one he or she claims to be. This can be done

using an automatic veri�cation1 system. This veri�cation

requirement needs to be met, not only at the beginning of

an interactive dialogue session, but throughout the entire

duration of the interactive dialogue. If the dialogue system

under consideration is a multi­modal system, then it is only

logical to take advantage of this multi­modality to improve

the performances of this dynamic veri�cation process.

�CNRS URA­820, ENST/TSI Department, Paris, France
1In a veri�cation process, the identity claimed by the person under

test is veri�ed in a binary faccept,rejectg hypothesis test

In this paper, the term modality is reserved for a bio­

metricmeasure, such as voice, face (including pro�le), eye

(iris­pattern, retina­scan), �ngerprint, hand­shape or some

other measurable physiological or behavioral characteris­

tic information of the person to be veri�ed. An expert

is each algorithm or method using characteristic features

coming from a particular biometric measure to verify the

identity of a person under test.

If one uses only a single biometric measure, the results

obtainedmay be found to be insuf�cient. This is due to the

fact that some (user­friendly) biometric measures tend to

vary with time. This especially is true for the vocal (speech)

modality, which shows an important intra­speaker varia­

bility. One possible solution to cope with this problem is

to use more than one (user­friendly) biometric measure.

In this new multi­modal context, it is thus becoming im­

portant to be able to combine (or fuse) the outcomes of

different modalities or of different experts.

The organization of this paper is as follows. Biometric

modalities are dealt with in section 2. The characteristics

of an automatic veri�cation system are given in section 3.

The multi­modal database, and the experimental protocol

used in this study are detailed in section 4, and the indivi­

dual experts are commented upon in section 5. Section 6

introduces data fusion and section 7 cites the different

methods used to solve our particular decision fusion pro­

blem. Section 8 compares the results of all the methods

used and section 9 concludes this work and formulates

some recommendations.

2 BIOMETRIC MODALITIES

Automatic mono­modal biometric veri�cation systems

are usually built arranging two main modules in series: (1)

a module which compares the measured features from the

person under test with a reference client model and gives

a scalar number2 as output, followed by (2) a decision

module realized by a thresholding operation.

2This scalar number will be called a score, which states how well the

claimed identity has been veri�ed
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Generally, the criterion to choose between mono­ or

multi­modal systems will be system performance. And

although there exist mono­modal biometric veri�cation

techniques that do offer very small classi�cation errors,

the main problem with this category of biometrics is that

they are either too expensive to be used in a general purpose

context (there is for instance not a �ngerprint scanner on

every mouse) or perceived by the user as too invasive. So

very often one is confronted with the obligation of using

inexpensive hardware and non­invasive user­friendly bio­

metrics. Two of the most popular biometrics that can con­

form to these constraints are faces and voices. However,

the drawback of using inexpensive hardware (cheap black

andwhite CCD­cameras and low­costmicrophones) to ob­

tain the raw data measurements of these biometrics, has as

a direct consequence that the measurements generally will

be corrupted with noise and/or distorted. This makes the

use of a mono­modal biometric veri�cation system based

solely either on the facial or on the vocal modality a very

big challenge, especially since it is usually not possible to

update the database references of the authorized users on

a regular basis.

A possible and straightforwardway of building a multi­

modal veri�cation system from d mono­modal systems is

to input the d scores provided in parallel into a fusion

module, which combines the d scores and passes the fused

score on to the decision forming module. This module

then has to take the decision accept or reject, based on

a threshold. The formal presentation of this general data

fusion problem will be given in section 6.

3 CHARACTERIZATION OF VERIFICATION

SYSTEMS

When dealing with binary faccept, rejectg hypothesis

testing, it is trivial to understand that the decision module

can make two kind of errors. Applied to this problem of

the veri�cation of the identity of a person, these two er­

rors are called False Rejection (FR), i.e. when an actual

client is rejected as being an impostor, and False Accep­

tance (FA), i.e.when an actual impostor is veri�ed as being

a client. The performances of a speaker veri�cation sys­

tem are usually given in terms of the global error rates

computed during tests: the False Rejection Rate [FRR =

(number of FR)/(number of client claims)] and the False

Acceptance Rate [FAR = (number of FA)/(number of im­

postor claims)] [1]. A unique measure can be obtained

by combining these two errors into the Total Error Rate

[TER = (number of FA + number of FR)/(total number

of accesses)] or its complimentary, the Total Success Rate

[TSR = 1 ­ TER]. The overall performance of an identity

veri�cation system is better characterized by it's so­called

Receiver Operating Characteristic (ROC), which repre­

sents the FAR as a function of the FRR [9]. Each point

on such a ROC characteristic corresponds with a particu­

lar decision threshold. The Equal Error Rate (EER: i.e.

when FAR = FRR), is often used as the only performance

measure of an identity veri�cation method, although this

measure gives just one point of the ROC and comparing

different systems solely based on this single number can

be very misleading [7]. Unfortunately in practice it is not

always possible to explicitly identify a continuousdecision

threshold in a certain paradigm. In these speci�c cases only

a single operating point on the ROC will be found.

All veri�cation results in this paper will be given in

terms of FRR, FAR, andTER. For each error the 95% level

con�dence interval will be given between square brackets.

These con�dence levels will be calculated assuming that

the probability distribution for the number of errors is

binomial. But since the binomial law can not be easily

analyzed in an analyticalway, the calculation of con�dence

intervals can not be done directly in an analytical way.

Therefore we have used approximations of the binomial

law that do allow an analytical analysis. Two of these

approximations are the Poisson law (in the case of small

samples) and theNormal law (in the case of large samples).

The large sample approach is already statistically allowed

starting from 30 samples. More detailed information can

be found in [3].

4 EXPERIMENTAL PROTOCOL

The M2VTS multi­modal database comprises 37 dif­

ferent persons and provides 4 regular enrollment sessions

(shots) for each person. These shots were taken at intervals

of at least one week. During each shot, people were asked

(1) to count from �0� to �9� in French (which was the

native language for most of the people) and (2) to rotate

their head from 0 to ­90 degrees, back to 0 and further to

+90 degrees, and �nally back again to 0 degrees. The �rst

enrollment session has been used for training the indivi­

dual experts. The second enrollment session containing the

same 37 subjects has been used for validating the indivi­

dual experts (calculating thresholds). The third enrollment

session has been used to test these validated experts and

this data set has also been used to train the fusionmodules,

which gives us 37 client and 36�37=1332 impostor refe­
rence points. The fourth enrollment session has been used

to test the fusion modules, which gives again 37 client and

1332 impostor claims.

5 INDIVIDUAL EXPERTS

All the experiments have been performed using three

experts: a pro�le image expert based on a template match­

ing method [8], a frontal image expert based on a ro­

bust correlation method [6], and a vocal expert based on

a sphericity measure calculated on second order statis­

tics [2]. The performances achieved by these three mono­

modal identity veri�cation systems are given in Table 1.

The results have been obtained by adjusting the threshold



at the EER on the validation set and applying this threshold

as an a priori threshold on the test set.

Table 1: Veri�cation results for individual experts

Expert FRR (%) FAR (%) TER (%)

(37 tests) (1332 tests) (1369 tests)

Pro�le 21.6 [11.4,37.2] 8.5 [7.1,10.1] 8.9 [7.5,10.5]

Face 21.6 [11.4,37.2] 8.3 [6.9, 9.9] 8.7 [7.3,10.3]

Vocal 5.4 [ 1.5,17.7] 3.6 [2.7, 4.7] 3.7 [2.8, 4.8]

6 DATA FUSION

6.1 Taxonomy of data fusion

Data fusion in the broad sense can be performed at dif­

ferent hierarchical levels or processing stages.A very com­

monly encountered taxonomy of data fusion in the broad

sense is given by a three­stage hierarchy [4].Data fusion in

the strict sense is the process of combiningdirectly the data

streams of raw measurements coming out of the different

sensors,feature fusion is the process of combining features

extracted from the raw measurements, and decision fusion

is the process of combining partial soft (for instance a

continuous score between 0 and 1) or hard (0 for a reject

and 1 for an acceptance) decisions, given by the different

experts. This three­level hierarchy has become fairly ac­

cepted, although it stays a matter of subjective choice. One

could add an additional, orthogonal, dimensionality to the

fusion process, representing temporal fusion. In this paper,

we limit ourselves to soft decision fusion techniques.

6.2 Decision fusion architectures

Combining the partial decisions from the d different

experts in a decision fusion strategy without considering

the temporal fusion aspect, could be done using either a

serial expert architecture, or a parallel expert architecture.

In the latter case, the decisions derived from these experts

are combined in parallel by the fusion module. This archi­

tecture is particularly well suited to combine the decisions

or scores from experts that are capable of operating simul­

taneously and independently of one another. Since this is

the case of our three experts, this is the architecture chosen

for the decision fusion modules in this work.

6.3 Decision fusion as a particular classi�cation
problem

In a veri�cation system with d experts in parallel,

the decision fusion module using a binary decision

scheme has to realize a mapping from the unitary

hypercube of IRd into the set frejected; acceptedg. A
classi�er having a d­dimensional input vector and two

classes frejectedg; facceptedg is characterized by such a

mapping. The multi­expert fusion module can therefore

be considered as a multi­dimensional classi�er. This

particular classi�cation case will be our standard fusion

approach, since it allows to fall back immediately onto

techniques available in the vast �eld of Pattern Recogni­

tion. In the next section, we cite some of the methods for

solving this decision fusion problem are presented.

7 METHODS

To solve our particular classi�cation problem, classic

parametric and non­parametric statistical pattern recog­

nition techniques have been adapted. In the parametric

class, classi�ers based on the general Bayesian decision

theory (MaximumA­posteriori Probability andMaximum

Likelihood), and on a simpli�ed version of it (the Naive

Bayesian classi�er, which has been applied in the case of

simple Gaussians and in the case of a logistic regression

model), were experimented [12]. Furthermore experiments

have been done using Linear, Quadratic, and Multi­Layer

Perceptron classi�ers [11]. Also, several non­parametric

classi�ers have been used in this work [10]. A �rst repre­

sentative has been the family of the (very simple) voting

methods. Thereafter the k­NN classi�er and some of its

possible variants have been studied. And to �nish with this

class, another popular paradigm, the binary decision tree,

has also been used.

8 COMPARISON OF THE DIFFERENT

METHODS

Table 2 gives an overall view of the best veri�cation re­

sults obtainedwith each classi�er. The �rst observationwe

Table 2: Summary table of veri�cation results of different

fusion methods

Method FRR (%) FAR (%) TER (%)

(37 tests) (1332 tests) (1369 tests)

Gaussians 5.4 [1.5,17.7] 0.0 [0.0,0.3] 0.2 [0.1,0.6]

Log. regression 2.7 [0.5,13.8] 0.0 [0.0,0.3] 0.1 [0.0,0.5]

Lin. classi�er 0.0 [0.0, 9.4] 3.1 [2.3,4.2] 3.0 [2.2,4.0]

Quad. classi�er 0.0 [0.0, 9.4] 2.4 [1.7,3.4] 2.3 [1.6,3.2]

MLP 0.0 [0.0, 9.4] 0.4 [0.2,0.9] 0.4 [0.2,0.9]

Majority vote 0.0 [0.0, 9.4] 3.2 [2.4,4.3] 3.1 [2.3,4.2]

k­NN 8.0 [2.7,21.2] 0.0 [0.0,0.3] 0.2 [0.1,0.6]

k­NN + VQ 0.0 [0.0, 9.4] 0.5 [0.2,1.0] 0.5 [0.2,1.0]

Decision tree 7.7 [2.6,20.8] 0.3 [0.1,0.8] 0.5 [0.2,1.0]

can make when looking at the results (including the con�­

dence intervals) in Table 2, is that fusion always improves

the system performances beyond those of even the best

single expert. The second observation is that these results

seem to indicate that the logistic regression method gives



the best overall results in our application. To verify that,

we did a validation test using the logistic regression on

the same M2VTS database, but this time using a so­called

leave­one­out protocol [5]. This strategy has led to 2.592

client and an equal number of impostor tests. The results

obtained in this manner are given in Table 3.

Table 3: Validation of the logistic regression using a leave­

one­out protocol on the M2VTS database

Method FRR (%) FAR (%) TER (%)

(2.592 tests) (2.592 tests) (5.184 tests)

Log. regression 0.0 [0.0,0.2] 0.0 [0.0,0.2] 0.0 [0.0,0.2]

This validation experiment shows indeed that the lo­

gistic regression does perform as well as predicted by the

tests done using the original, more limited, test protocol.

9 CONCLUSIONS

One of the most important conclusions of this paper is

that, in our application, fusion always improves the sys­

tem performances beyond those of even the best single

expert. Although the presented multi­modal veri�cation

systems based on logistic regression seems to perform

almost perfectly, these results have to be seen in their

correct perspective, taking into account the very limited

database. In any case, these performances are much bet­

ter than those of veri�cation systems using only one of

the presented modalities. This justi�es the (dynamic) use

of multi­modal veri�cation systems, especially in intrinsi­

callymulti­modal applications such as interactive dialogue

systems.

The question of which fusion method to choose, is a

much more dif�cult one to answer. A lot depends on the

application. To be able to choose a number of potentially

powerful fusion paradigms, it is important to have a (large)

representative database of your application, which can be

used for training purposes. It also helps if one is able to

visualize the different populations (clients versus impos­

tors), because in that speci�c case the choice of the fusion

methods could be guided by the shape of the separation

frontier between the two populations one wants to obtain.
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